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Intellectual Property Rights

This clause is always the first unnumbered clause.

IPRs essential or potentially essential to thegmedocument may have been declared to ETSI. Taamation
pertaining to these essential IPRs, if any, isiplibhvailable forETSI membersand non-members, and can be found
in ETSI SR 000 314:Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat.dsatupdates are available on the ETSI Web
server fittp://webapp.etsi.org/IPR/home.asp

Pursuant to the ETSI IPR Policy, no investigationjuding IPR searches, has been carried out by.BENGguarantee
can be given as to the existence of other IPRsafietenced in ETSI SR 000 314 (or the updates @ETSI Web
server) which are, or may be, or may become, datémthe present document.

Foreword

This Technical Report (TR) has been produced byv#86 coordination group of the European Standards
Organisations (ESO) where the work item has bestedddoy ETSI Technical Committee Telecommunicatems
Internet converged Services and Protocols for AdedrNetworking (TISPAN) under EC/EFTA Contract refece
SA/ETSI/ENTR/436/2009-02.

Introduction

RFID technology and related applications, includingir application in the broader context of thieknet of Things,
have been estimated to have significant potentigdiims of economic and productive developmentaecing the
quality of processes and services, reducing praatucbsts and creating new employment and busimgssrtunities.

One of the reasons that this report has been mépathe perception of the limited attention paithe social impact
of RFID technology, including concerns over thevacy afforded to users and holders of RFID enablgdcts. These
concerns relate directly to the ability of RFID t®ras to process data, including personal dataifigad the possibility
of identifying directly or indirectly individualdp the potential of data collection and processintake place without
the individual concerned being aware of it; anthpotential use to monitor individuals via RFHyged items in
their possession.

The above mentioned concerns are likely to be ekated by new developments rendering the tagsaliytinvisible
(e.g. embedded tags, subcutaneous or implanted)RiEIvell as the broad range of potential applicatireas in both
the public and private sectors. Increased tag atedrogator volumes need to be considered. The lativeinumber of
tags produced since the inception of the indusdiylieen estimated at 5-6 billion with an associaststdlled base of
interrogators. There are industry forecasts fominet 10 years (IDTechEx) showing global growtY@® billion tags
per annum which implies a cumulative number of @lgbally in business public and personal use 8ft@Hion over
the next 10 years. There is some industry sceptiaisout this rate of growth. None the less starslandlerpinning
privacy will have to cope with the challenge ofdging from the current technology to evolved RFR#dHnology
which will be present in our society in volumestafb00 times greater than today’s levels (basehigim end
estimates).

Consequently, the further development of RFID tedbgy and the adoption of RFID-enabled applicatisiikbe
linked intrinsically to the trust individuals ani/it society at large have in such systems. WithIRpoised to
permeate all aspects of life of the individual pacerted and consistent effort will be necessalbatance on the one
hand the economic and security benefits and optther hand the social benefits in order to genesaté trust. One
option is privacy by design, i.e. building the @rction of privacy and other fundamental rightseohinology and
systems. The consumer and public perception of itRiaiequency” raises issues of observation roumdece and
through materials (walls, clothes, etc.). In adaittonsumers associate "identification” in thistécal area with
themselves and their possessions being identifitbut their knowledge. Whilst the present docunsdresses one
particular family of radio identification technolpgnany of the issues and concerns identified is thport also apply
to a wide range of technologies that include mopilenes (e.g. GSM, UMTS), Bluetooth, and WiFi (IE&R.11.x).
In most consumer selected radio technologies igheixception of RFID the consumer can turn theoradiction off.
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With increasing convergence of technologies ardigig over the next 5 to10 years it is fully expedtet there will be
hybridisation of RFID and other radio systems idahg WiFi and 3G. The capabilities currently undeos! to belong
to RFID will increasingly apply to the other radeachnologies and as such need to be addressedbtina functional
and a technological viewpoint in order to secunesconer and public confidence and trust.

Radio Frequency Identification (RFID) is a techrpldhat allows objects to be "tagged" with an idfetthat can be
read remotely using either inductive electromagnetbr emitted radio waves. The item to be readferred to as the
tag, and the item doing the reading is referregistthe interrogator. The association of tag toatlgenot strictly part of
the RFID system but is considered as a componahedRFID ecosystem. The interrogator is itselfreried to some
form of back end processing, such as a logistioglgaracking application, that is also considered aomponent of
the RFID ecosystem, as is the connecting netwaaigsTmay be passive (i.e. need to be powered hiptdreogator)
readable typically from 2 cm to 60 cm in normal igti®n, or active (i.e. self powered) readable fifiew metres, and
may include the beacon technologies used in Rea¢ Tiocation Systems (RTLS) that allow items toraeked from
tens or hundreds of kilometres (including by sagll

NOTE 1: Whilst public perception and industry annoements place the beacon technologies in RTL& &~D

technology the scope of RFID considered in the medea of this report does not consider RTLS and
RFID as equivalent.

NOTE 2: There is a close relationship between #pabilities of RFID tags and generic transpondehrielogies
and thus where the term tag is used it may alsee to refer to transponder.

NOTE 3: Itis the tag that is read and not the ciifes attached to. Thus an object with an inappiate or

incorrectly encoded tag attached will be recogntsgthe system according to the tag and not by any
other information.

Typically the operation of the RF part of RFID damsummarised rather crudely by the following segaef events
for passive tags:

. Preamble that selects the tag
. Interrogator equests specific data from a tag

NOTE: In practical implementations of tags the reathmand requests data at a very low level fromagt®

locations in the tag and the data elements undetstbthe application may traverse many storage
locations of the tag.

. The tag responds to the read request with thefgpdaita sent back to the interrogator
NOTE: Active and battery assisted tags modify thedbe and last phase of this sequence.

The simplest overview of the ecosystem is showthéncore of the document as Figure 1, which caoiec
increasingly complicated when details of the tagigeh to tag connection are considered, and oirtteeconnection of
interrogators to the back end system. It is expkictéhe future that the back end system will ftbel composed of
many interconnected elements (in like manner teethaution of computing and communications).

Implementation of the RFID ecosystem itself mayetakany forms. The simplest form, for the purpodah® present
document, is one in which all key elements (tagtgEus, tags, interrogator, network connectionslaack end
systems) are under the management of a single.€htits may then be extended in any number of wiagsmake all
key elements of the ecosystem subject to indepeémd@nagement with the interconnections being viaipunetworks.
Itis in progress to the latter model that thisutoent concentrates.
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1 Scope

The present document provides the results of tbedomated response of the European Standards Qegeomis (ESOS)
to Phase 1 of EC mandate M436 on the subject oioRa@quency Identification Devices (RFID) in rébat to privacy,
data protection and information security.

The present document recommends a plan of activiliePhase 2 of EC Mandate M436 as follows:

. Identifies the use of existing technical measuesscdbed by standardisation in order to promotdidence
and trust (by end users organizations and the gepeblic) in RFID technology and its applications;

. Identifies the need for providing a wider scopetfar definition of "personal data" than exists iany current
data protection interpretations; and,

. Identifies where new technical measures descrigextandardisation are required in order to promote
confidence and trust (by end users organizatiodsta general public) in RFID technology and its
applications. These measures will be developeldrcburse of phase 2 of the mandate.

In addition the document describes the resultsdireat Vulnerability and Risk Analysis (TVRA) dfé use of RFID
technology and its applications, including the hessof a generic and an industry specific Privatpact Assessment (a
guide to PIA is given in Annex A).

2 References

References are either specific (identified by dditeublication and/or edition number or version ito@m) or
non-specific.

. For a specific reference, subsequent revisionsodapply.

. Non-specific referencemay be made only to a complete document or a par¢of and only in the following
cases:

- if it is accepted that it will be possible to udkfature changes of the referenced document fer th
purposes of the referring document;

- for informative references.

Referenced documents which are not found to begylblvailable in the expected location might barfd at
http://docbox.etsi.org/Reference

NOTE: While any hyperlinks included in this clawsere valid at the time of publication ETSI cannaantee
their long term validity.

2.1 Normative references

The following referenced documents are indispermstdylithe application of the present document.dated
references, only the edition cited applies. For-gpecific references, the latest edition of themaiced document
(including any amendments) applies.

Not applicable.
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Informative references

The following referenced documents are not esdentihie use of the present document but they tatbsiuser with
regard to a particular subject aréar non-specific references, the latest versiothefreferenced document (including
any amendments) applies.

[.1]

[i.2]

[.3]

[i.4]

[i.5]

[i.6]
[i.7]
[i.8]
[i.9]
[.10]
[i.11]
[i.12]
[.13]
[i.14]

[.15]

[1.16]

[.17]

[.18]

[1.19]

[1.20]

[i.21]

[i.22]

EU Mandate 436: "Standardisation mandatéhtoEuropean Standardisation Organisations CEN,
CENELEC and ETSI in the field of Information andr@munication Technologies Applied to
Radio Frequency ldentification (RFID) and Systems"

ISO/IEC 15961 (all parts) : "Information temblogy — Radio frequency identification (RFID) for
item management — Data protocol: application iaizaf.

ISO/IEC 15962: "Information technology — Radrequency identification (RFID) for item
management — Data protocol: data encoding rulesogichl memory functions".

ISO/IEC 15963: "Information technology — Radrequency identification for item management —
Unique identification for RF tags".

ISO/IEC 18001: "Information technology — Radrequency identification for item management —
Application requirements profiles".

ISO 17363: "Supply chain applications of RFHFreight containers".

ISO 17364: "Supply chain applications of RFHReturnable transport items (RTIS)".

ISO 17365: "Supply chain applications of RFDIransport units".

ISO 17366: "Supply chain applications of RFHIProduct packaging"”.

ISO 17367: "Supply chain applications of BF Product tagging"”.

EPCglobal UHF Gen 2 Air interface specificet

EPCglobal HF Gen 2 Air Interface Specificati

ISO/IEC 14443 "Identification cards — Cortiass integrated circuit(s) cards — Proximity cards

ISO/IEC 7816: "Information technology — Idéditation cards — Integrated circuit(s) cards with
contacts"

ISO/IEC 15693: "Identification cards — Coati@ss integrated circuit(s) cards — Vicinity cards

ETSI TR 187 010: "Telecommunications ancehnet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Security; Reportissues related to security in identity
management and their resolution in the NGN"

ETSI TS 187 016: " Telecommunications antéinet converged Services and Protocols for
Advanced Networking (TISPAN); NGN Security; Idegtianagement ..."

ITU-T X.200: "Information technology — Ope3ystems Interconnection — Basic Reference Model:
The basic model"

ETSI TS 102 359: "Telecommunications ancetnet converged Services and Protocols for
Advanced Networking (TISPAN); Equipment Informationthe Management Information Base
(MIB)".

ETSI TS 102 209: "Telecommunications ancetnet converged Services and Protocols for
Advancing Networks (TISPAN); Telecommunication Bguent Identification”.

ISO/IEC 18000 (all parts): "Information temblogy — Radio frequency identification for item
management".

ITU-T Recommendation M.1400 (2004): "Desitjnas for interconnections among operators'
networks".

ETSI



[i.23]

[i.24]

[.25]

[1.26]

[i.27]

[.28]

[.29]

[1.30]

[i.31]

[i.32]

[i.33]

[.34]

[1.35]

[1.36]

[1.37]

[.38]

[.39]

[1.40]

[i.41]

11 Draft ETSI TR 1XX XXX V0.0.6 (2010-07)

ITU-T Recommendation M.3320: "Managementuiegments framework for the TMN X-
Interface".

European Commission Recommendation of 12 @99 on the implementation of privacy and
data protection principles in applications suppbtig radio-frequency identification (notified
under document number C(2009) 3200), Official Jalitn122 , 16/05/2009 P. 0047 — 0051

Terms of Reference for Specialist Task Fd8dd- 396 (CEN/CENELEC/ETSI) “Response to
Phase 1 of EC mandate M/436 (RFID)"SA/ETSI/ENTR/2869-02

EN 62369-1: Evaluation of human exposurelectromagnetic fields from short range devices
(SRDs) in various applications over the frequeranyge 0 GHz to 300 GHz — Part 1: Fields
produced by devices used for electronic articleeillance, radio frequency identification and
similar systems

Capgemini (2005) RFID and Consumers — Whatpean Consumers Think About Radio
Frequency Identification and the Implications fardhess

EU, Regulation (EC) No 460/2004 of the Eueap Parliament and of the Council of 10 March
2004 establishing the European Network and Infolonabecurity Agency

ISO/IEC 19762-1: Information technology — thmatic identification and data capture (AIDC)
techniques — Harmonized vocabulary — Part 1: Gétexras relating to AIDC

ISO/IEO 19762-3: Information technology -ti®matic identification and data capture (AIDC)
technigues — Harmonized vocabulary — Part 3: Radguency identification (RFID)

ETSI EN 300 220: Electromagnetic compatililand Radio spectrum Matters (ERM); Short
Range Devices (SRD); Radio equipment to be usétki25 MHz to 1 000 MHz frequency range
with power levels ranging up to 500 mW; Part 1: Aigcal characteristics and test methods

ETSI EN 300 330: Electromagnetic compatililand Radio spectrum Matters (ERM); Short
Range Devices (SRD); Radio equipment in the frequeange 9 kHz to 25 MHz and inductive
loop systems in the frequency range 9 kHz to 30 Mt 1: Technical characteristics and test
methods

ETSI EN 300 440: Electromagnetic compatijilind Radio spectrum Matters (ERM); Short range
devices; Radio equipment to be used in the 1 GHIDtGHz frequency range; Part 1: Technical
characteristics and test methods

ETSI EN 302 208: Electromagnetic compatiyiand Radio spectrum Matters (ERM); Radio
Frequency Identification Equipment operating in ltlaed 865 MHz to 868 MHz with power
levels up to 2 W;Part 1: Technical characteristied test methods

ETSI TS 102 165-1: Telecommunications aneinet Protocol Harmonization Over Networks
(TIPHON) Release 4; Protocol Framework Definitidethods and Protocols for Security; Part 1:
Threat Analysis

Directive 2002/58/EC of the European Parkarnhand of the council of 12 July 2002 concerning
the processing of personal data and the proteofipnivacy in the electronic communications
sector (Directive on privacy and electronic comngations).

UK Home Office; R.V.Clark; "Hot Products: darstanding, anticipating and reducing demand for
stolen goods", ISBN 1-84082-278-3.

Recommendation of the OECD Council in 198di@erning guidelines governing the protection of
privacy and transborder flows of personal data QE€D guidelines for personal data protection.

ITU-T Recommendation E.164 (02/2005): "Tidernational public telecommunication
numbering plan”.

ISO/IEC 17799 2005: "Information technolog\ySecurity techniques — Code of practice for
information security management”.

ISO/IEC 13335: "Information technology — $eity techniques — Guidelines for the management
of IT security".
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ISO/IEC 13335 is a multipart publication a&he reference above is used to refer to the series.

ISO/IEC 15408-1: "Information technology e&urity techniques — Evaluation criteria for IT
security — Part 1: Introduction and general model".

ISO/IEC 15408-2: "Information technology e&urity techniques — Evaluation criteria for IT
security — Part 2: Security functional requireménts

AS/NZS 4360: "Risk Management".

Directive 2002/21/EC of the European Parkarnand of the council of 7 March 2002 on a
common regulatory framework for electronic commatimns networks and services (Framework
Directive).

Directive 2002/22/EC of the European Parkanand of the Council of 7 March 2002 on
Universal service and users' rights relating tatedmic communications networks and services
(Universal Service Directive — OJ L 108, 24.04.2002

Directive 1999/5/EC of the European Parliantnend of the Council of 9 March 1999 on radio
equipment and telecommunications terminal equipraadtthe mutual recognition of their
conformity (R&TTE Directive).

Directive 95/46/EC of the European Parliamand of the Council of 24 October 1995 on the
protection of individuals with regard to the progieg of personal data and on the free movement
of such data.

ETSI EG 202 387
ETSI TR 187 011
European Commission communication (2010)Digital Agenda for Europe”,

ISO/IEC Guide 76 Development of service starmls — Recommendations for addressing
consumer issues

Available fromhttp://register.consilium.europa.eu/pdf/en/10/s@®981.en10.pdf

EC, (12.5.2009) Recommendation on the impatation of privacy and data protection principles
in applications supported by radio-frequency idaation SEC(2009) 585, SEC(2009) 586

Opinion of the European Data Protectiap&visor on Promoting Trust in the Information
Society by Fostering Data Protection and Privd®(3.2010)

EC, Charter of Fundamental Rights of Eneopean Union

EC, Regulation (EC) No 460/2004 of the &pean Parliament and of the Council of 10 March
2004 establishing the European Network and InféioneBecurity Agency (Text with EEA
relevance)

The Royal Academy of Engineering . Dilemsy@ Privacy and Surveillance — Challenges of
Technological Change, March 2007

EP ITRE Draft report on the Internet of Mgs, Rapporteur: Maria Badia i Cutchet (24.02.2010)

EUROPEAN DATA PROTECTION SUPERVISOR, Opiniafthe European Data Protection
Supervisor on the communication from the Commisgiothe European Parliament, the Council,
the European Economic and Social Committee an@tmmittee of the Regions on ‘Radio
Frequency Identification (RFID) in Europe: stepwards a policy framework’ COM(2007) 96,
2008/C 101/01
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the tanchslefinitions given in EG 202 387 [i.49], ISOOA 7799 [i.40],
ISO/IEC 13335-1 [i.41], ISO/IEC 19762-3 [], ISO/IEI®762-1 [i.29] and the following apply:

asset: anything that has value to the organization, itSitess operations and its continuity

authentication: ensuring that the identity of a subject or resousdbe one claimed

Confidentiality: ensuring that information is accessible only tosthauthorized to have access

disruptive technology: a technology which has a rapid and major effedieshnologies that existed before.
NOTE: Examples of disruptive technologies inclulde $ony Walkman, the mobile phone, and the Internet

High Frequency (HF) RFID systems. RFID systems that operate in the frequency banttedaround 13.56 MHz

Identifier: a unique series of digits, letters and/or symlasiigned to a subscriber, user, network elememttibn, tag
or network entity providing services/applications

identity: the set of properties (including identifiers arapabilities) of an entity that distinguishes @rfr other entities
identity crime: generic term for identity theft, creating a faildentity or committing identity fraud

identity fraud: use of an identity normally associated to anottleesgn to support unlawful activity

identity theft: the acquisition of sufficient information aboutidentity to facilitate identity fraud

identity tree: the structured group of identifiers, pseudonymd addresses associated with a particular usesgitgt
impact: result of an information security incident causgdalthreat and which affects assets

infor mation security incident: an event which is the result of access to etaed or transmitted data by persons or
applications unauthorized to access the data

integrity: safeguarding the accuracy and completeness ofhiaftion and processing methods
Low Frequency (LF) RFID systems. RFID systems that operate in the frequency bano\W&B5 kHz.
Mitigation: limitation of the negative consequences of a palgicevent

non-repudiation: ability to prove an action or event has taken @lao that this event or action cannot be reputliate
later

Privacy: the right of the individual to have his identitydaagency protected from any unwanted scrutiny and
interference.

NOTE: Privacy reinforces the individual's rightdecisional autonomy and self-determination whieh ar
fundamental rights accorded to individuals withur&pe .

Radio inter ception range: the range at which an attacker can gain knowledgee content of transmission

residual risk: risk remaining after countermeasures have beereimmghted to reduce the risk associated with a
particular threat

risk: potential that a given threat will exploit vulnbilities of an asset or group of assets and thecalbge harm to the
attacked system or organization

Taxonomy: the practice and science of classification
Threat: a potential cause of an incident that may resuftairm to a system or organization

Threat agent: an entity that can adversely act on an asset
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Ultra High Frequency (UHF) RFID systems: RFID systems which operate either at 433 MHz ohiwithe band 860
to 960 MHz.

NOTE 1: Devices that designed to operate at 433gkierally cannot operate at 860 to 960 MHz , doel versa.

NOTE 2: The UHF frequency range is defined as lfingn 300MHz to 3000MHz with UHF RFID occupying a
small subset of the range.

Vulnerability: weakness of an asset or group of assets that caxpleted by one or more threats

NOTE: As defined in ISO/IEC 13335 [i.41], a vulnbilgy is modelled as the combination of a weakribss
can be exploited by one or more threats.

3.2 Abbreviations

For the purposes of the present document, thewwitpabbreviations apply:

Al Air Interface
AKA Authentication and Key Agreement
BES Back End System
CIA Confidentiality, Integrity and Availability
CRAVED Concealable, Removable, Available, ValuaBlejoyable, and Disposable
CSP Communications Service Provider
DPP Data Privacy and Protection
IdM Identity Management
IdP Identity Provider
NGN Next Generation Network
OECD Organisation for Economic Co-operation andddgyment
OID Object Identifier
PET Privacy Enhancing Technology
PIA Privacy and data protection Impact Assessment
RFID Radio Frequency Identification
ToE Target of Evaluation
TSF TOE Security Function
TVRA Threat Vulnerability and Risk Analysis
4 Summary of findings and recommendations

This clause summarises the findings of the predeciment with respect to Radio Frequency IdentificaDevices
(RFID) in relation to privacy, data protection antbrmation security. In addition this clause idéas the way in
which the main points in the Mandate have beenesddd by the study of which the present documentéport.

The main points in the document are as follows:
. Attacks on privacy in large systems will exist gpective of the existence of RFID and as such adarg
privacy has to be both independent of the techryodogl at the same time recognise the specific threa
introduced by a technology such as RFID;

. The definition of the term RFID and of RFID systecawers a wide range of technologies and capaslaind
has led to confusion amongst potential users andflmdaries of the technology;

. Privacy and privacy protection is not just abowt pnotection of personal data elements that aieeteby
law;

. Data derived from observation of behaviour may intpe identity of a person;

. RFID devices may contain personal data and if salshprotect that data as advised by the existgglation
(including the R&TTE directive and the current dptatection directives);

. If RFID tags do not contain personal data therrémeainder of the system has to give assurance that
protection rules for personal data in existing tation are complied with;
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. Consent of data access without a user interfagdéfisult and thus privacy analysis has to be dona way
that takes these RFID specific aspects into accahthus the document identifies a need for abRFI
specific PIA process and identifies the requiremdoit such a process;

. The role of consent (which has to be informed, rmegfnl, explicit and unambiguous) in privacy is exaed
and the role of logos and signs to raise awaremieb® presence of RFID tags and interrogatorsiablke
awareness where consent is not otherwise givexaimi@ed with the requirements to be met by suchdog
and signs documented,;

NOTE 1: The present report does not contain a res@maation for the choice of logo as there is alfmra
consultation on the form of the sign and logo beiaogducted by complimentary stakeholders and the
results of the parallel consultation will be taketo account in the assessment of the results thf bo
consultations.

NOTE 2: A similar exercise in ISO has also idegtifia logo which should also be taken into accawdn if the
associated 1SO Standard is not fully applicableéh&swould provide greater coherence in the ussioh
logos on a global scale.

. The document identifies the risks to security andaey exposed in and by RFID systems and sumnsatiee
security technologies that should be applied tamise the risk across the system. This is donalbgtifying
the set of security and privacy objectives to b¢ loyethe RFID system.

During the consultation period some of the reconuaéinns offered in thus report may be challengetitha
consultation period may lead to changes in the ohecu. In recognising this it is noted that the duoeat is not
complete in all areas but has left areas operhfoconsultation process to provide insight andctiva.

The EC Mandate M436 extended by the support cantirader which the present document has been prpare
identifies the following specific points and actiotihat are addressed in the present document:

1. Determine the selection of terminology by reviewargl taking into consideration M/436 and its cross
referenced documents.

2. Data protection, privacy & information security SW@nalysis of RFID resulting in the highlighting a
hierarchy of technology, existing standards world atandards gaps in relation to all aspects oDRE|
including the networking of tags. A documented swaryrof the study will contribute to the recommended
standardization work programme.

3. Complete a threats and opportunity analysis ofreutachnological evolution extending from SWOT (a)o
and engaging a variety of organizations at theffor¢ of information technology (including RFID)ath
protection, privacy and information security. A dagented summary of the study will contribute to the
recommended standardization work programme.

4. Develop an inventory of actors in the area of RRHI related RFID networks and with respect to data
protection, privacy and information security. Budd align effort with that of CASAGRAS and GRIFS
but extend further into areas of data protectisivagy and information security.

5. Data protection, privacy, information security &@noperability review to establish essential andantant
aspects of “privacy by design” with respect to Bpknd the OECD RFID guidelines. Develop a review
document which contributes to the recommended ataimhtion work programme.

6. Identify policies and standards with respect tav&ry and security by design” with particular resip®
physical systems components and robust consistimfaces which foster the trust of individualsvBlep
a review document which contributes to supportimgrecommended standardization work programme.

7. A review of issues related to transfer of user mntleactivation and reactivation of tags (anéiiragators)
with transfer of liability to the technology devpkr. Market survey of related technologies andd=teds.
Development of an impact analysis and recommenatsed upon a review of technology, applications,
the legal environment and policy in order to idnéireas of future standards development. Reference
action No. 3 above and future I0T scenarios witiyide an important contribution to this work. The
recommendation will contribute to the standardaativork programme.

8. With reference to the Communication on PETs [Co@{d®28] in supporting the development of good
practice frameworks to support PIAs identify conmpéatary standards. Both existing and potentialréutu
standards will be documented providing a contridouto the standardization work programme. Take due
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account of established and ongoing activities eelab generic PIAs and ensure the development of
specific RFID PIA related processes in order tovéela standard approach to the assessment of RFID
implementations throughout Europe

9. Analyse security level requirements in relatiompplications and data objects and in particulaseho

10.

11.

12.

13.

14.

15.

16.

17.

associated with high capacity and/or functionatitys. Avoid over specification of requirementsfmany
applications. Draw upon established and ongoindkwathin ESOs. Document the findings and
recommendations in support of the future standatitiz work programme.

Identify and classify applications by security rlskels. Draw upon established and ongoing workiwit
ESOs and elsewhere. The classification will contela hierarchy of importance to the recommendation
within the future standardization work programme.

Analyse sectoral applications needs for standdras.analysis will look into existing establishedtds
and anticipate the future requirements and oppitigsrsuch standards may offer e.qg. when migrdtiogn
open to closed applications, etc... The prime fogllsemain data protection, privacy and infornaeti
security. Findings will be documented in supporthaf future standardization work programme.

An assessment of standards and procedures fortadgetification will be completed. Consideratioh o
European and world implications, taking into acadhe broad range of identification schemes. Tlagee
multiple and unique advantages to be derived frmokihg at RFID in the context of a broad range of
identification schemes opening improvements in gatdection, privacy and information security. The
assessment and recommendations based upon thegénalill contribute to the proposed standardization
work programme.

Assess, and follow-up as appropriate, the oppdstiaidevelop standards implementing Article 3.3 of
Directive 1999/5/EC, subject of a Commission Dexrishn additional essential requirements over R&TTE.

Identify the needs and the requirements for codjmer#o reach global interoperable solutions. Tabed
as a reference for the planning of Task 3 below.

Define clear objectives, task assignments and &btes for the delivery of the required standards or
guidelines. This activity is a core element theoramended standardization work programme deliveted a
the end of Phase 1.

Assessment of the End of Life (EoL) and recyclimplications for data held upon RFID tags or within
components of other RFID network devices. Referexigting regulations, standards and guidelines for
the disposal and recycling of electronic componenfermulating a recommendation for RFID
components and in particular RFID tags. The assesisand recommendations based upon the findings
will contribute to the proposed standardization kyorogramme.

Take due account of established and ongoing aeswielated to RFID logos and signage in ordefffeer o
standards which offer clear and consistent mesdagés general public throughout Europe in raising
awareness as well as building confidence in RFtibrielogy and associated applications. Standards$ nee
to be developed quickly to support the RFID Recomutadion.

5

5.1

Consumer aspects including interaction

Awareness

Increased customer awareness of the presencesoktegguired because by their nature tags aradetéto be
readable without user intervention (i.e. the usersdhot control the activation of tags). The itiia on logos and
signage described in the present document addrssasgn to raise consumer awareness.

5.2

Purpose

A single tag may be used for a number of discratpgses. The consumer should be informed whengoparstops
and a new purpose begins. In each case conserttenaguired and the system should not assumedhaent is
transferable between purposes.
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NOTE: The consumer may elect to define a new p@es. using a food supply chain tag in the doimésbd
store (fridge)).

5.3 Deactivation

The consumer expects to be able to de-activateather the capability of the tag to be read. Thatrio deactivate is
dependent on the relationship of the tag to the (ige as tag owner or keeper there is a greafgeatation of control

of deactivation). In addition there may be a regiment to reactivate a tag in order to use thedag hiew purpose (or a
new instance of the original purpose). This latéguirement implies a need for both permanent angborary
deactivation (need for reactivation). ).

NOTE 1: Deactivation of the tag should be linkeddmoval or deactivation of data in the wider syste

NOTE 2: Existing and future planned regulation ur@pe may not support the concerns on deactivatioh
purpose identified in this clause.

6 The RFID ecosystem

6.1 Overview

As noted in the introduction to the present docura@ad shown in Figure 1 the RFID ecosystem conefstzgged
items, tags, interrogators, a back end processistgis and the interconnecting networks. This claugknes some of
the technology behind these components.

“tagged” item @ Tag

RF Link

RF Link

Q Many to many link Interrogator —Network Connectlon@Network Connection Back End System

NOTE:  The technology links (B, C) are many to many in scope but may be restricted by implementation using
Privacy Enhancing Technologies (PETs) and basic security technologies to be one-to-one, many-to-one or
one-to-many.

Figure 1: RFID ecosystem

The tag is the primary data containing element@ifdRand has a wide range of capabilities, the Rk tietween the
interrogator and tag also has a very wide rangmpébilities and this is described in the followatguses. The RF link
does not make the tags into elements of a radiaraarication system.

NOTE: The Open Systems Interconnection model définéTU-T X.200 [i.18] is the template for desigh
most modern communications systems. RFID technakggt OSI compliant and as such cannot be
deployed in an OSI network as a replacement ofadingr OSI compliant technology.
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6.2 Types of RFID Tags
ISO/IEC 19762 [i.29] defines the following type tilietions among RFID tags:
. active tag
- RFID device having the ability of producing a radignal
- Active tags always have a their own power source
. passive tag
- RFID device which reflects and modulates a casignal received from an interrogator

- Passive tags do not contain such power sourceuds they are completely dependent on power from
the RFID interrogator to activate them.

. Battery assisted tags

- Battery assisted passive tags use the same phgsitahunication principle as passive tags. However,
they contain a power source which is used to maimtata in the tag between activations from theDRFI
interrogator and/or to increase the sensitivityheftag's input circuit.

. Read only or read/write
- Read only tags: can be initialized (i.e. programmitti data) only one time.
- Read/write tags: can be updated (i.e. reprogrammeit)ple times.

NOTE: Even if the tag is writeable an interrogattay be restricted to perform read operations owlgdsign or
by policy in the deployment environment.

6.3 RFID Tag Characteristics

RFID characteristics include:
. Memory size: determines how much information castoeed.

. Frequency: a variety of frequencies have beenatiatfor RFID. The frequency selected is determmethe
application.

. Size: ranges from a pinhead to a brick.

. For passive tags antenna size determines, withdher of the interrogator, the range at which #gedan be
read. The antenna design also defines the beasrmpatt

NOTE 1: Emission levels are specified by natiormlhaistration.

NOTE 2: Antenna size is also dependent on the &eqy of operation and often expressed as a funofion
wavelength thus higher frequency operation requrphysically smaller antenna for a given
performance.

The RF characteristics of the air interface betwagrand interrogator are standardized in ISO/IBGOD-n [i.21],
where n denotes the part of the ISO/IEC documerdrding to operating frequency. Whilst it is tenmgtito compare
the RFID to other radio technologies this is natriactive other than by recognising the diverseeanf radio
technology application and the strain of differesgthnologies on the available radio spectrum. Havewadio
receiver designed for GSM in the 900MHz band iscigtly 60dB more sensitive to radio signal detattiban an RFID
device in the same frequency range to achievee®yd goal, this capability may be taken advantdidey a hostile
attacker to identify the presence of interrogatorg tags.

The generally accepted view in security threatysislis that broadcast technologies such as radioen to
interception as that is their intended mode of apen. In order to protect data transferred overrtddio interface in
RFID systems there are a number of steps that dteutaken depending on the nature of the contehtle value that
an unintended recipient can attach to the inteeckdata. In simple terms where tag data contairsopel data the
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transmission should be encrypted (i.e. the attaskeuld not be able to gain knowledge of the cdrdéthe data from
observation of the intercepted data or its trigggsignal).

6.4 Stakeholders

The main actors in RFID include the following ahéit role in the technology is summarised heregtioat this list is
not exhaustive and other actors and stakeholdeysexist):

. Consumers and members of the public
- Holders of items with RFID tags
. RFID manufacturing sector

- Responsible for the manufacture of RFID devicesthrd associated sub-systems (antennas,
interrogators, smart-labels and so forth).

. RFID deployment sector

- Responsible for the RFID systems integration andémoyment. RFID Systems may contain tags,
antennas, interrogators, back-end systems andcapiph software. Integration and deployment is
usually performed against an application requirernfrem one of the other sectors.

. Government
- Responsible for the safeguarding of citizens
- Responsible for provision of the legal frameworkdafeguarding of citizens
- Responsible for the provision of the legal framewimr deployment of technology

. Industry and government organisations (when a@gidustry) — those who operate RFID applicatenm
services

- In RFID different industries deploy the technoldgyprovide a range of benefits to the industry,
examples include the following:

L] Supply chain, use of RFID to manage the transfgooids from factory to retail outlet

= Tourism, use of RFID for ticketing and for objegplerlinking (where an item is tagged to act as a
key or pointer to detail information from the imet, used in museums and at Points of Interest)

L] Travel, use of RFID enabled ticketing (e.g. thenbgeort for London Oyster card)

= Border control, use of RFID enabled smartcardsassports

6.5 Open and closed system applications

It is important to distinguish between open andetbsystems and between systems built from opadasids and
those built using proprietary technologies. In #ddiit is important to recognise that many puldidtstandards allow
for a wide set of options to be selected by théesyslesigner. The result is that where a standapdblished with
options a claim of compliance to the standard shmtguarantee interoperability of the resultingipment as the
implemented capabilities may be different. An ithasion is given in Annex E.1, which shows thattbotandatory and
optional commands exist in a single standard. Bineesdegree of optionality or feature selectiondoge is also
applied to memory size, memory locking capabiliteasd antenna design.

In the RFID world there are also many proprietaRtRtechnologies covering encoding schemes, radafaces and
connection of interrogators to back end systemslsiMhis recognised that proprietary technolodiese a diminishing
market share both the installed base and new apiplits being built on the proprietary platforms #inlity to
introduce new features to maximise privacy and sgcin a fragmented market offer a particular dbage in the
context of the present document.
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The current framework and level of regulation af 8FID market does suggest that proprietary RFtihrielogies
with continue to be developed. If the standardigaidle in RFID is to act to assist market regolatiand freedom of
access to an open market, there is need to en@oragement away from closed and proprietary systernentrolled
and interoperable systems compliant to open stdsdar

6.6 RFID and IoT

The Internet of Things (I0T) has been describedragpen architecture for sensor based networkoptatf that
integrate with business platforms. An RFID tagas & sensor but may be integrated with a sensth, theé sensor and
other integrated electronics updating the RFIDdmgtents. Such examples will mostly deploy activbattery assisted
read-write tags as the tag data is intended todystam variable. In such cases the link betweancBend Tag
becomes active in the RFID ecosystem

The concept of the 0T, as determined within thRTHSs embraced within the following definition:

DEFINITION: The Internet of Things is an integrateairt of Future Internet and could be defined dgraamic
global network infrastructure with self configuringpabilities based on standard and
interoperable communication protocols where physiod virtual "things" have identities,
physical attributes, virtual personalities and igelligent interfaces, and are seamlessly integrat
into the information network. In the 10T, "thingafe expected to become active participants in
business, information and social processes whesedre enabled to interact and communicate
among themselves and with the environment by exgihgrdata and information "sensed" about
the environment, while reacting autonomously to"tieal/physical world" events and influencing
it by running processes that trigger actions aedter services with or without direct human
intervention. Interfaces in the form of servicesilftate interactions with these "smart things" ove
the Internet, query and change their state andrdogmation associated with them, taking into
account security and privacy issues.

It is noted that the 10T explicitly excludes peoplel the role of people in networking which is asuemer concern.

6.7 Regulatory protection of Identity

The European data protection directive 95/46/E4BJiand the privacy directive 2002/58/EC [i.36]tstthe legal
obligations of both users and providers to presaruser's control of their personal data when usetkctronic
communication. These obligations apply to the operaf the system in which RFID is used although directives are
mostly aimed at Communications Service Provide®&RS). It should be noted that the CRAVED analysisrgin

TR 187 010 [i.16] identifies identity and persodata as a target of crime that whilst illegal daeguire provision of
measures to inhibit theft over and above the l&gahework.

Where radio equipment is deployed, as in RFIDRBA TE directive [i.47] applies and privacy of thdentity has to
be assured. This is explicitly cited in article 8f3he R&TTE directive, as follows:

. apparatus of particular types shall be so constdutttat:

- it incorporates safeguards to ensure that the patsiata and privacy of the user and of the subscri
are protected; and/or

- it supports certain features ensuring avoidandeaof.

For the purposes of RFID it is recommended thatrevlegplicit personal data is deployed on a tag ahét those
devices capable of supporting encrypted storageansmission of data should be deployed.

At a higher level as stated in TR 187 010 protectibidentity and privacy are also identified andamental rights that
have identified a number of key principles for thgmthering data illustrated in Table 1.
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Table 1: Generic principles arising from OECD guidelines and EC Data Privacy directives.

Root principle

Subsidiary principle

Impact on RFID

Collection limitation

Limits to data collection

Before collecting personal data — for
example, when contracting with the
data subject — an operator of the RFID
system should obtain the prior and
unambiguous consent of the data
subject or inform the data subject of
the collection of personal data and the
indicated purposes of use according to
domestic regulations.

From the viewpoint of the operator of
the RFID system, consent is always
required when personal data is used in
commercial services. However, in
cases of safety and public services,
prior explicit consent may not be
required although implicit consent is
likely to have been given as part of the
user's contractual agreement with the
service provider

Data collection methods

An operator of the RFID system should
not acquire personal data by fraudulent
or other dishonest means

Data collection without consent

The limits to data collection do not
apply to cases in which the handling of
personal data is restricted by national
regulation

Exclusion of data capable of identifying an
individual from collected data

An operator of the RFID system should
take reasonable measures to avoid
collecting data from which an individual
could be identified by referring to a
database in cases where such a
possibility exists

Confirmation of a data subject's consent about

data collection

An operator of the RFID system should
take suitable measures to confirm the
consent of a data subject about data
collection

Data quality

An operator of the RFID system should
endeavour to keep personal data
accurate and up to date within the
scope necessary for the achievement
of the purposes of use

Purpose specification

Specification of the purposes of use

When handling personal data, an
operator of the RFID system should
specify the purposes of use of personal
data

Limits on changing the purposes of use

An operator of the RFID system should
not change the purposes of use
beyond the scope in which new
purposes can reasonably be
considered to be compatible with the
original purposes
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Root principle

Subsidiary principle

Impact on RFID

Change of the purposes of use required prior
consent

Before an operator of the RFID system
changes the purposes of use beyond
the scope in which new purposes can
reasonably be considered to be
compatible with the original purposes,
it should inform a data subject of the
change or obtain prior and
unambiguous consent

Use limitation

Use limitation

An operator of the RFID system should
not handle personal data, without
obtaining the prior consent of the data
subject, beyond the scope necessary
for the achievement of the specified
purposes of use

Restriction of disclosure to third parties

An operator of the RFID system should
not provide personal data to a third
party without obtaining the prior
consent of the data subject

Use without consent

The provisions of the preceding two
paragraphs shall not apply to cases in
which the handling of personal data is
based on domestic laws. The operators
of the RFID system should grant
access only to law enforcement
authorities as authorized by a domestic
court order or equivalent legal
instrument.

Security safeguards

Personal data should be protected by
reasonable security safeguards against
such risks as loss or unauthorized
access, destruction, use, modification
or disclosure of data

Openness

There should be a general policy of
openness about developments,
practices and policies with respect to
personal data. Means should be readily
available of establishing the existence
and nature of personal data, and the
main purposes of their use, as well as
the identity and usual residence of the
data collector

Individual participation

An individual may have the right to:

(a) obtain from an operator of the RFID
system, or otherwise, confirmation of
whether or not the operator of the RFID
system has data relating to him;

(b) have communicated to him, data
relating to him

(i) within a reasonable time;

(i) at a charge, if any, that is not
excessive;

(i) in a reasonable manner; and

(iv) in a form that is readily intelligible
to him;

| be given reasons if a request made
under subparagraphs (a) and (b) is
denied, and to be able to challenge
such denial; and

(d) challenge data relating to him and,
if the challenge is successful, to have
the data erased, rectified, completed or
amended.
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Root principle Subsidiary principle Impact on RFID

Accountability An operator of the RFID system should
be accountable for complying with
measures which give effect to the
principles stated above

Equality of regime An operator of the RFID system should
not transfer personal data across
borders unless the destination has an
equivalent privacy regime as the origin.

Anonymity An operator of the RFID system should
provide the means for users to transact
anonymously

NOTE: The root and subsidiary principles are tréate objectives for the purpose of the presentmieot and
the comments in the "impact on RFID" column arated as functional or operational requirements in
RFID systems.

7 Analysis

7.1 RFID system architecture
Implementation of the RFID ecosystem may take nfanys as follows:

. Scenario 1: all key elements (tagged items, tastriogators, network connections and back enésystare
under the management of a single entity.

. Scenario 2: Interrogators and back end system thdenanagement of a single entity;
. Scenario 3: All elements under the managementsafelie entities
For the purposes of this report the degree of stalightion is also considered:
. Al standardised
. Al not standardised (proprietary)
. Data model compliant to international standard
. Data model proprietary
. Other interfaces standardised
. Other interfaces not standardised (proprietary).

The degree of interoperability and interconnecfibietween system components is considered funthiis report.

7.2 RFID system and privacy

Many of the privacy concerns raised by consumegarding the use and deployment of RFID technolagyosind the
uncertainty of the system design, its operationitmihtent. First of these is uncertainty withpest to the presence of
tags or interrogators. Making the presence of kagl and interrogators visible has been suggestékiety to defuse
immediate concerns on the basis that visibilitp\a$ action to be taken (it being difficult to taketion against an
invisible force). It is noted that in many casesihility is not readily possible.

The actions undertaken in this report to catalagageirements for logos, and for signs, are intertdeatldress some of
the user concerns related to visibility of the RF¢éDhnology.
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NOTE: In parallel to the activity reported in theepent document there is parallel work being cdroiat on the
specification and requirements for a Common Eurng&alD logo and sign.

NOTE: The ESO’s propose that the final work in defg and publishing such a logo and sign forms pfite
phase 2 of the standardisation mandate, takingaictount the input from the parallel activitiesrently
in progress, together with other standards actwitin a global basis.

A second privacy concern is that of the intenthef $ystem and its capability to track individudlsis is more difficult
to address as even when visibility is addressediit general not clear if all interrogators caadall tags and if the
data is seen or can be correlated to be seenibygla group.

The ability to provide protection against trackiieguires the system to support the functional citipabf
"unlinkability”. Whilst unlinkability can be achied by the bearer of the tag (provided he knowstibatarries a tag
and how to shield it) such shielding may invaliddue primary purpose of the tagged item (i.e. ita$ practical to hide
a watch in an opaque shielded envelope) and additioa to the system rather than a characteridtibe system
cannot be considered as intrinsic privacy by dedifjinkability has to be deployed in the back egdtem and in the
interconnection networks, or more fully in any dmvin the RFID ecosystem able to identify multiglgs and/or to
correlate the presence of tags to individuals. Brow of such measures is not likely to be immesdiatisible to the
general public and thus would have to be madeleisiivough assurance marking of some sort.

A related privacy concern is the range at whicls tzan be identified on a person, or on articled bgla person.

Table 2: RFID Frequencies, Typical uses, and Typical Read Range

Type Typical application Typical read range
125 KHz-148 KHz |Passive Animal tracking (ISO 11784/11785), Upto1lm
Production control, Manufacturing Typically 2 to 30 cm
IAutomation- Access control, parking
lots, garages- Automotive: car
access, antitheft

Industrial machinery and tooling
'Transport, chemicals handling,
dangerous goods processing

Waste management

Semiconductor chip processing,
packaging, manufacturing flow
13.56 MHz Passive Library management Up to 60 cm
Ticketing, (mass transportation, traffic[Typically 2 to 60 cm
and event management)

)Access control (including passports)
Security

Logisti—s - Item tagging

Near field communication (NFC)
433 MHz Active Cargo handling Up to 100 m
Container locations

Real Time Location Systems
Asset tracking

860-960 MHz Passive Logistics chain, Palettes ID etc Upto4m
Item tagging

Integrated RFID and EAS
applications

Manufacturing process control &
product tracking

Cargo handling

Airline baggage

Location systems

Asset tracking

2446-2454 MHz Passive and battery |Chip processing, Up to 10 m
assisted IAutomotive manufacturing
Toll identification
Proximity sensors
Location tracking

Asset tracking
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7.2.1 Modelling the role of RFID in privacy

The analysis of RFID with respect to privacy regsirigorously considering the manner in which aaadcollected or
collectable, can be utilised to identify individsiatheir behaviour and possessions. As privacyoist mften concerned
with the controlled release of information relatboga person by that person, or by permissionlefse of that data
through a third party, it is essential to look athtagged items in the RFID world are associatetiegerson and how
observations of the tag impact the privacy of thespn holding or associated to the tag.

The following assumptions have been made as imptlet analysis:
. The association of tag to tagged item is managetidyagged item value chain;
. The tag value chain is different to the associtagded item value chain;
. The association of tag to tagged item modifiesviidee chain of the tagged item;

EXAMPLE: Adding an RFID tag may add value to thgded item by allowing additional purposes to be
applied to the item, for example allowing degradajods to be monitored in the home
environment after exiting the retail chain.

. The tagged item and tag costs are independent;
. A tag acts as an identifier by association to gedgtem;

. The tagged item may be identified in other waytheotag identifier is not uniquely associated ® tdgged
item identity.

EXAMPLE: A jacket may be tagged and identified reetp by its tag but is also identified visually kg cut,
material and other non-tagged attributes.

The existing privacy (the right of the individual have his identity and agency protected from anyanted scrutiny
and interference) regulation tends to view stagitadvhereas it is common practice to examine bebeali data to
make assertions about the behaviour of individaagroups. The simplest expression of this as aagirrelationship
diagram is shown in Figure 2. In this case thegedtear link between behaviour and the persoterims of the RFID
system this means that even if the tag does naaicopersonal data or is not intended to be asditme specific
person there is a risk that by examination onlpeatiaviour a real person can be identified.

NOTE: It has to be stressed that many of this risksrivacy identified in the preceding paragraphd & the
analysis that follows exist with other eco systeimsluding those using magnetic stripe cards, bdes,
pin & chip cards etc.

class IdentityBehaviour/

Exhibits

Person Behaviour

Determines

Figure 2: Very simplified concept relationship diagram of identity
The simplified concept relationship diagram camthe expanded on each side, shown in Figure 3dioaviour. In

this view three new items are introduced: Actioim@&; and, Location. In the RFID context actions rbayinterpreted
by the BES and the time and location may be detexdhby the read action of the interrogator itself.
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class IdentityBehaviour/
Location
takes place at
Person Exhibits Behaviour Action
consists of
Determines
happens at
Time

Figure 3: Expansion of simple concept relationship diagram with respect to behaviour

Extending this further with consideration of howlRRagged items are used and how they influencetivacy
domain is shown in Figure 4. In the model the peiisassumed to control release of personal daltfie model
attempts to show is that observations of the data tag, which may or not be explicit personal dalaws
circumstantial data to be built up that may beisigffit to determine the person without having teeslie the explicit

personal data.
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class IdentityBehaviour /
Location
May involve use of
takes place at
Tagged Item Person Exhibits Behaviour Action
May hold consists of
Determines
hasan happens at
Identifier Time
Isidentifiable with Controlsrelease of May be protected by
RFID Tag Private data PET
May contain Is protected by
Externally v erified ISelf asserted data]
data
Preferences
May imply

Figure 4: Concept relationship diagram for privacy in RFID

In an RFID system each time a tag is a read theenbof the tag is made available and the datavered may then be
extended by assertions made by the interrogatgr ti;e of day that the read operation occurrechtion of the
interrogator at the time of the read operation).the purposes of assuring privacy these asseldgdshave to be
protected in like manner to the static data ofuber holding the tagged item. Assertions of usefepences may also
be made by the back end systems thus establisHink laetween behaviour and individuals.

NOTE: For security purposes the links between rece data and asserted data has to give the samakse
of security to each, and to their combination.

The consequence of this model is that privacy ptie has to be offered not just to the explicitgomal data but also
to the processes that make such data open byrietation of behaviour. The Privacy Enhancing Tedbgyw should
not be applied only to the data on the tag buhéostatic data held on the system, observatiobslwdviour in the
system and any release of post processed dataont@l| of release of personal data by the affepsatly is crucial to
system support of privacy and needs to allow forimed consent.
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Data Protection Objectives and Requirements

As identified in TR 187 011 there is distinctionlte made between objectives and requirements @ndigtinction has
been followed in the analysis presented in theguedocument:

An objective is the expression of what a {secursystem should be able to do in very broad termsreds a
requirement is a more detailed specification of lrewobjective is achieved. Objectives may be canmsitito
be desires rather than mandates. {Security} reqmergs are derived from the {security} objectives ain
order to make this process simpler, requirememdeafurther subdivided into functional requirensezand
detailed requirements.

Functional {security} requirements identify the mafunctions to be used to realize the {securitplemtives.
They are specified at a level which gives an intlicaof the broad behaviour expected of the aggeaterally
from the user's perspective.

Detailed {security} requirements, as their name liegy specify a much lower-level of behaviour which

would, for example, be measurable at a communicgiiaterface. Each functional requirement is realiby a
number of implementation requirements.
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U

7.3.1 Statement of objectives for Data Privacy Protection
Table 3: Summary statement of data privacy and protection objectives
Ref. Objective Intent
DPPO-1 Compliance with the | Privacy and security friendly technologies mustibsigned to ensure
DP Directive- that applications respect the fundamental rigiptrieacy and the data
Privacy by design protection legislation, this may include mechanismsontrol data read
processes, mechanisms to provide disablementldukdtionalities and
notification of the reading process.
DPPO-2 Accountability An operator should be accountable for complyindiwiteasures which
principle give effect to the DPP principles. Operators oR&iD application are
ultimately responsible for the personal data gatthé¢nrough the
application in question. RFID privacy compliantrstards should ensur
that data controllers processing personal dataigir&RFID technology
have the necessary tools to implement the requineste®ntained in the
data protection Directive.
DPPO-3 Information and Operators should develop and publish a conciseyatzand easy to

transparency on
RFID use

understand information policy for each of their kgadion. The policy
should at least include:

i. the identity and address of the operators,
ii. the purpose of the application,

iii. what data are to be processed by the application, i
particular if personal data will be processed, ahéther
the location of tags will be monitored,

iv. asummary of the privacy and data protection impact
assessment,

v. the likely privacy risks, if any, relating to theaiof tags in
the application and the measures that individuatstake
to mitigate these risks.
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Ref. Objective Intent

DPPO-4 Signs Operators should take steps to inform individudlghe presence of
interrogators on the basis of a common Europeantsitpe developed
(See Clause 7). The sign should include the ideafithe operator and &
point of contact for individuals to obtain the infieation policy for the
application. Operators should inform individualgtod presence of tags
that are placed on or embedded in products.

RFID technology must provide the following infornmat to data
subjects:

i. identity of the controller,
ii. the purposes of the processing as well as, amdeynt

iii. information on the recipients of the data and tkistence of a
right of access.

Deployers of RFID technology are required to previthta subjects with
information not only on the purposes of the proicegef data, but also
on the presence of RFID devices as well as to cpmith the following:

i. Individuals must be informed of the presence oflRkke or
activated RFID interrogators (see section _ on)sidre
provision of this type of information is essentirabrder to
prevent t/mplementatised and surreptitious gathering of
personal data through RFID technology. For exanip&estore
or hospital has activated interrogators, individugtiould be
informed about it.

i. The identification of the existence of RFIDs sumding an
individual (in clothing and objects for example)isother
requirement because of the RFID’s size which cakenita
almost invisible. Methods to carry out this reqoient can
adopt different forms: they can be given by staddetices but
also technically.

iii. Informing about the presence of RFID only will sofffice in
practice, the activability or the real time activatof RFIDs is
also a piece of information to be provided to indijals that
derive from the data protection Directive. So, derechniques
enabling visual indications of activation or achildy states are
also necessary. The presence and nature of PEfAclegly
(e.g. temporal disabler, tag physical remover ieaétc.) as
well Omplementationnal measures in a given environment
should be part of the information easily available.

Retailer store will have to provide data subjettgast with clear notice
about the following:

i. the presence of RFID tags on products or their agiclg and the
presence of interrogators;

ii. the consequences of such presence in terms ofriatan
gathering; in particular, data controllers shoutdviery clear in
informing individuals that the presence of suchidewv enables
the tags to broadcast information without individelagaging in
any active action;

iii. the purposes for which the information is intentletle used,
including

(a) the type of data with which RFID information wileb
associated and

(b) whether the information will be made availabletwd
parties and,

iv. the identity &tk controller.

In adAditiarn Aanandina Aarn tha cnacifice tiea AfDCIN tha AatdarcaHor
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Ref. Objective Intent

DPPO-5 Requirements for shall comply with the DP Directive. The informatitmbe provided to
consent and data subject should be in a clear and comprehensibhner. Data
information in subject should be in a condition to understandyetts effects of the

Fc’slrlse‘;‘iilndata RFID application. Therefore, the consent

i. Must be freely given, i.e., it must be given fréédeceit
or coercion."

ii. Must be specific, in other words, it must relatato
particular purpose

iii. Must be an indication of the individual's effectivall.
iv. Must be informed.

v. Finally, consent must be “unambiguous” meaning that
consent that is capable of having more than one
meaning would not be deemed consent.

Before collecting personal da—a - for example, wtemtracting with the
data subje—t - a operator should obtain the pridrianambiguous
consent of the data subject or inform the dataesulgjf the collection of
personal data and the indicated purposes of usgding to domestic
regulations;

If the data subject is aware of the presence &RID interrogator and
willingly submits a tag to be read consent mayrbplied. However if
thedata subject isunaware of the presence of an RFID interrogator
it isunlikely that consent can be proven.

From the viewpoint of the operata@gnsent is always required when
personal dataisused in commercial services. However, in cases of
safety and public services, prior explicit consent may not be required
although implicit consent is likely to have beewuayi as part of the user|s
contractual agreement with the service provider.

Data collection without consent: The limits to datdlection do not
apply to cases in which the handling of persont @arestricted by
national regulation.

Confirmation of a data subject's consent about daitaction: An
operator should take suitable measures to confietonsent of a data
subject about data collection.

No change in the ownership, responsibility, contentollection of
personal data pertaining to a user should occirowitthat user's
consent or knowledge

DPPO-6 Personal data Data collection methods. An operator should nouaegpersonal data
pertaining to a user by fraudulent or other dishonest means. Data didleavithout prior

should be collected | consent may be argued to be dishonest
by the system using

legitimate means
only
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Ref. Objective Intent
DPPO-7 Data quality Data controllers collecting data in the contexR&1D applications must
principles shall be comply with several data protection principles Juiéng the following:
applied

i. Use limitation principle (purpose principle): Thignciple
partially embodied in article 6(1)(b) of the datatection
Directive, among others, prohibits a further preoes which is
incompatible with the purpose(s) of the collection.

ii. The data quality principle: This principle in thér€xtive requires
personal data to be relevant and not excessivinéopurposes
for which they are collected. Thus, any irrelevdata must not
be collected and if it has been collected it mestiiscarded
(Article 6.1. c)). It also requires data to be aateland kept up-
to date. An operator shoumplemenour to keep personal datal
accurate and up to date within the scope necefsatlye
achievement of the purposes of use.

iii. The conservation principle: This principle requipessonal data
to be kept for no longer than is necessary foptimpose for
which the data were collected or further processed.

iv. Minimising the processing of personal data usingngmous or
pseudonymous data where possible. Exclusion ofagtable
of identifying an individual from collected datanfperator
should take reasonable measures to avoid colledtteyfrom
which an individual could be identified by refemgito a
database in cases where such a possibility exists.

DPPO-8 Storage of personal | It should be noted that RFID systems are very gidde to attacks. As
data on each tag they work non-line-of-sight and contactless, aacer can work
shall comply with the | remotely and passive readings will not be notidétht would be the

DP Directive case of tracking without “traditional” identifievghen the use of RFID
technology entails individual tracking and obtagarccess to personal
data

DPPO-9 - Application of Specification of the purposes of use: When handliexgonal data, an

IprlnCIple of purpose | operator should specify the purposes of use obpeaisiata.

imitation

Limits on changing the purposes of use:

i. An operator should not change the purposes of egerla the
scope in which new purposes can reasonably bedmnesi to
be compatible with the original purposes;

i. Before an operator changes the purposes of usatdlge scope
in which new purposes can reasonably be considerkd
compatible with the original purposes, it shoultbim a data
subject of the change or obtain prior and unamhigwemnsent.

An operator should not handle personal data, withbtaining the prior
consent of the data subject, beyond the scope segefor the
achievement of the specified purposes of use.

An operator should not provide personal data tard party without
obtaining the prior consent of the data subject.

The provisions of the preceding two paragraphsat@apply in cases
where the handling of personal data is based oredticriaws. NGN
operators should grant access only to law enforaemgthorities as
authorized by a domestic court order or equivdegdal instrument
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Ref. Objective Intent
DPPO-10 | Right of access, If RFID tags contain personal information as dessxliunder 3.2,
rectification, deletion | individuals should be entitled to know the inforinatcontained in the
to tag content (Art. tag and to make corrections using means easil\ssitite.
12 a data protection
Directive) RFID tag content access requires a interrogatokiwgmwith the tag

protocol and a display towards the individual. Fany applications, the
tag contains only an Id whose semantics can onbclessed through a
complete IT application environment. RFID tags beasemantic
information (describing the object, the data cdigradentificator, the
data collection finality etc.) poses the problenthaf content access by
individuals. Whatever the form they take, those aetic descriptions
still pose the problem of the access by unauthdribid parties

Tag content access: An individual may have thet tigh

i. obtain from an operator, or otherwise, confirmatiérvhether or not
the operator has data relating to him;

ii. have communicated to him, data relating to him
a) within a reasonable time;
b) at a charge, if any, that is not excessive;
¢) in a reasonable manner; and
d)in a form that is readily intelligible to him;

iii. be given reasons if a request made under (i) &nid lenied, and
to be able to challenge such denial; and

iv. challenge data relating to him and, if the chalkeisgsuccessful, tg
have the data erased, rectified, completed or aetend

Tag content rectification (Article 12 b data prdiec Directive): to
embed a feature into the tag that will erase aarabte the item serial
number and let only the item class type descriptimmpletely or
partially available (the contrary is also possime with different privacy,
implications).

Tag content deletion (Article 12 b data protectirective): In defining
how tag disablers should work, in addition to thee, standardization
bodies, manufacturers and deployers of RFID tedyyoshould take
into account that individuals selecting the remafahe tag should not
be penalised in any way. Also there, Working Pagstresses that is a
continuing need for further R&D on these topicsallyparties. One
approach was the introduction of a “kill” commarfi@g can be
permanently or temporarily deactivated by sendifigli command.

Tag content deletion;

i. Permanent deactivation can be done by fuse effeamory
scrambling or removing the tag.

ii. Temporary deactivation could be done mechanicallyyo
applying a software lock. A problem with this apach is that
the advantage of re-using the RFID capability ai#she shop
is lost. So, other approaches have been proposed.

iii. Overwriting the data stored on an RFID tag withozer

Note: Problem: A well-informed company can make an
educated guess. Secondly, it appears that atRFD) tags are
going to be used on valuable items. For a few ydhesmere
presence of an RFID tag (even if it returns zeros o
unintelligible data) will help thieves looking faems worth
stealing in cloakrooms or parking garages.

iv. Physical shiglﬁﬁg of the tag, which camplementlly used by
the user. For example, purses with shields carsbd, o the




34 Draft ETSI TR 1XX XXX V0.0.6 (2010-07)

Ref. Objective Intent
DPPO-11 | Tags disablers or the | It expresses the idea that individuals should be tmbdisconnect from
right to ‘silence of their networked environment at any time.
the chips’

In some RFID applications, for example when theviiddial has a right
to withdraw his/her consent or to object to thecpssing (ex Article 14
a) and the subsequent right to disable the ta@, tmahufacturers and
deployers of RFID technology should ensure thahsaperation of
disabling the tag is easy to carry out. In otherdsofor the data subject
the task of disabling the tag should be easy.

When under the data protection Directive consetitdonly legal
ground to legitimise the collection of personaladéitrough RFID
technology, individuals can always withdraw theinsent to the
processing of personal data (ex Article 7 a).

If no device enabling the individual to disable thg is available, an
individual who does not wish the tag to continueviding information
on him/her will be prevented from exercising thght.

When personal data embedded on RFID tags has beedgd collected
on legal grounds other than consent, it is not gbwaecessary for such
tags to have disabler devices. For example, pergtioamation

contained in tags used in the work context forghgposes of monitoring
access to work may not require having available thgablers insofar ag
the data processing is based on the employmeiioresaip.

It is then necessary to elaborate the conceptarfamntrol over
deactivation and re-activation of RFID tags at poinsale, to develop a
standard which can transfer control to the consumer

NOTE: Removal of the tag from its associated objeay be equivalent
to deactivation.
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7.3.2 Statement of objectives for Security

Table 4: Security objectives and linked security functional requirements
SO No. Security Objective Sec. Functional
Requirements

SO-1 personal data, behavioural information and data related to possessions Access control; Identification of
recorded on or by RFID tags should not be revealed to any party not authorised | parties; Authentication of
to receive the information. parties; Data confidentiality

SO-2 personal data, behavioural information and data related to possessions Access control; Identification of
recorded on or by RFID tags should be visible by the use of legitimate means parties; Authentication of
only. parties

SO-3 personal data, behavioural information and data related to possessions sentto | Access control; Identification of
or from any component in the RFID ecosystem should not be revealed to any parties; Authentication of
party not authorised to receive the information. parties; Data confidentiality

SO-4 personal data, behavioural information and data related to possessions held Access control; Identification of
within one or more components of the RFID ecosystem (tagged item, tag, parties; Authentication of
interrogator, network connections, backend systems) should be protected from | parties
non-legitimate access from within the RFID ecosystem

SO-5 personal data, behavioural information and data related to possessions held Access control; Identification of
within one or more components of the RFID ecosystem (tagged item, tag, parties; Authentication of
interrogator, network connections, backend systems) should be protected from | parties
non-legitimate access from outside of the RFID ecosystem.

SO-6 personal data, behavioural information and data related to possessions held Integrity control; Access
within one or more components of the RFID ecosystem (tagged item, tag, control
interrogator, network connections, backend systems) should be protected from
unauthorised modification.

SO-7 personal data, behavioural information and data related to possessions held Integrity control; Access
within one or more components of the RFID ecosystem (tagged item, tag, control; Resilience
interrogator, network connections, backend systems) should be protected from
unauthorised deletion/removal.

SO-9 Access to and the operation of components of the RFID ecosystem (tagged Resilience; System integrity;
item, tag, interrogator, network connections, backend systems) by legitimate Identification; Authentication
users should not be prevented by malicious activity within the RFID ecosystem. | (prevention of masquerade)

SO-10 | Access to and the operation of components of the RFID ecosystem (tagged Resilience; System integrity;
item, tag, interrogator, network connections, backend systems) by authorised Identification; Authentication
users should not be prevented by malicious activity from outside of the RFID (prevention of masquerade)
ecosystem.

SO-11 | The identity of an user should not be compromised by any action of the system | Restriction of functionality of

the system; System integrity

SO-12 No action of the system should make a user liable to be the target of identity Restriction of functionality of
theft the system; System integrity;

Resilience
NOTE: Repudiation is not considered in the abotéetas repudiation requires user determinationcamdrol to

7.4

invoke, and this is considered as unreasonableeiREID systems examined in the present report.

Role of Privacy Enhancing Technologies (PETS)

Privacy Enhancing Technologies (PETSs) are thosergtechnologies and processes that when deplpyatect the
privacy of persons. As already identified in delalgles from ETSI on Identity Management (e.g. TR Q&0) the
Common Criteria defined in ISO/IEC 154@Bidentify 4 key attributes that relate to privacy

Anonymity
Pseudonymity
Un-Linkability

Un-Observability
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Of these measures as PETSs the primary aims in RF¢Do support Pseudonymity and Un-Linkability. Hwer the
consent element of control of personal data algaires that the authorisation framework for ac¢estata, including
the initialisation of authority, transfer of autitgrand deletion of authority, has to be given d¢degtion.

NOTE: The authorisation framework to support cohsiees not need to be technical but may be proeéduad
may be both explicit (e.g. by acknowledgement déddeansfer) and implicit (e.g. by means of signd a
logos).

Whilst the "Design for Assurance" and "Privacy bgsiyn" approaches in standardisation tend to carateron
technical means to provide security and privashduld be noted that procedural means are alsidevaed. The role
of the Privacy Impact Assessment in this is corrsidén more detail later in the present documeaet the PIA is
considered as a PET).

8 Security risk analysis of RFID systems

8.1 Security analysis and requirements derivation

NOTE: This clause reviews some attacks many of whie not specific to RFID and the vulnerabilityrige
exposed may be exposed in other, non-RFID, systdmsever it is essential to address such
vulnerabilities in the evaluation.

One of the main purposes of RFID is to easily itefind track objects by means of their attachetCREg. The
primary characteristic in RFID is that many tags ba read remotely by interrogators at known lacesj where the
interrogator is able to provide additional inforinatincluding the location and time of the read] anch information
can be used to track tagged items. In additionattking objects in a logistics environment RFIDstage also used for
access control (e.g. for transport systems), antinfking data to objects (e.g. in object hyperlind).

Threats are potential events that can cause ansysteespond in an unexpected or damaging wag.uséful to
categorize threats to determine effective and degblie mitigation strategies. The identification amalysis of RFID
relevant security threats (general and applicagmetific) have been carried out according to thRIBE model [ref],
which include the following categories:

. Spoofing of identity (masquerade)
. Tampering with data (manipulation)
. Repudiation

. Information disclosure

. Denial of service

. Elevation of privileges

The following sub-clauses describe the threat megal terms and illustrate the threat in the RFdRtext by scenarios.
The scenarios are not considered as exhaustivthapdre not, at this stage, ranked in terms dfiia or impact on
the system.

NOTE: Attack classes are not specific to a techgwlout some technologies have greater or lesserenk
weaknesses that lead to greater or lesser develaphattack vectors.

8.2 Weaknesses and threats in RFID systems

The identification of the following threats are satered in the RFID system (a more detail analysthese threats and
scenarios in which they may exist in RFID systesngiven later in this clause).

. T1-Denial of service attack / flood / buffer ovesfl;

. T2-Blocking;
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T3-Collision attack;

T4-Blocking;

T5-De-synchronization;

T6-Replay

T7-Man-in-the-middle attack;

T8-Theft

T9-Unauthorised access to / deletion / modificatbdevices / data etc;
T9-Unauthorised access to / deletion / modificatbdevices / data etc;
T10-Use erroneous and/or unreliable data

T-11 Procedures / instructions not followed leadimgags being used passed end of purpose;
T12-Cloning of credentials and tags (RFID related);

T13-lllicit access to data

T14-Physical RFID tag destruction

T15-Malfunctioning/breakdown of systems /deviceguipment
T16-Worms, viruses & malicious code;

T-17 Low acceptance of devices / equipment / proces]
T18-Spoofing of credentials / bypass authentication
T19-Large-scale and/or inappropriate data minirdy@msurveillance;
T20-Masquerade;

T-21 Social engineering attack;

T-21 Traffic analysis / scan / probe;

T-22 Identity theft;

T-24 Non-compliance with data protection legislatio

T-25 Function creep (data used for other purpdsas the ones for which they were originally cokett
T-26 Side channel attack;

T27-Fake / rogue RFID readers / scanning of RFHlee and /or tag
T-28 Data linkability;

T29-Profiling;

T-30 Exclusion of the data subject from the datacpssing process due to disabling of RFID tag
T32-RF eavesdropping;

T32-Trivialization of unique identifiers

T33-Tracking
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8.3 Vulnerabilities in RFID systems

The approach to risk analysis used in the ESQsigentify the weaknesses of systems and to idethtd threats or
threat agents able to exploit the weakness. Wheeakness is exploited the system exhibits a vubikira
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Table 5: List of vulnerabilities to an RFID ecosystem

Vuln.
No.

Weakness

Threat

V1

Lack of respect of the data
minimization and
proportionality principles

T18-Spoofing of credentials / bypass authentication; T19-Large-scale
and/or inappropriate data mining and/or surveillance; T20-
Masquerade; T33-Tracking

V2 Lack of respect of the T-11 Procedures / instructions not followed leading to tags being used
purpose limitation (finality [passed end of purpose
principle)
V3 Lack of respect of the T-24 Non-compliance with data protection legislation; T-30 Exclusion
transparency principle of the data subject from the data processing process due to disabling
of RFID tag
V4 Inappropriate / inadequate [T18-Spoofing of credentials / bypass authentication; T20-Masquerade;
identity management T-21 Social engineering attack; T-22 Identity theft; T32-Trivialization of
unigue identifiers
V5 Inherent features (size, T8-Theft
material etc.): easy to lose,
to be stolen and/or copied
(especially for RFID tags)
V6 Actual RFID range longer [T-11 Procedures / instructions not followed leading to tags being used
than standard passed end of purpose; T18-Spoofing of credentials / bypass
authentication; T20-Masquerade; T-21 Traffic analysis / scan / probe;
T33-Tracking
V7 RFID tags do not have a T-21 Traffic analysis / scan / probe; T-22 Identity theft; T33-Tracking
turn-off option
V8 Insufficient protection T12-Cloning of credentials and tags (RFID related); T27-Fake / rogue
against reverse engineering [RFID reades / scanning of RFID reader and /or tag
V9 Inadequate security T16-Worms, viruses & malicious code; T-17 Low acceptance of
measures of data storage |devices / equipment / procedures; T-21 Social engineering attack;
(e.g. inadequate encryption [T29-Profiling; T33-Tracking
measures)
V10 Over-sensitivity of devices [T15-Malfunctioning/breakdown of systems /devices / equipment
(generating many false
alarms)
V11 Sensitivity to magnetic T14-Physical RFID tag destruction
fields
V12 Communication of data over[T7-Man-in-the-middle attack; T29-Profiling; T33-Tracking
unprotected or publicly
accessible channels
V13 Data linkability T19-Large-scale and/or inappropriate data mining and/or surveillance;
T-28 Data linkability; T33 Tracking
V14 Lack of data correction T9-Unauthorised access to / deletion / modification of devices / data
mechanisms (as normally |etc; T10-Use erroneous and/or unreliable data
data subjects do not have
access to the databases)
V15 Lack of common or T9-Unauthorised access to / deletion / modification of devices / data
harmonized legislation in  [etc; T13-lllicit access to data; T19-Large-scale and/or inappropriate
EU Member States data mining and/or surveillance; T-30 Exclusion of the data subject
from the data processing process due to disabling of RFID tag
V16 Insufficient protection of T7-Man-in-the-middle attack; T13-lllicit access to data; T-26 Side
data communication (weak [channel attack; T32-RF eavesdropping; T33-Tracking
or no encryption etc.)
V17 Lack of respect to the T-24 Non-compliance with data protection legislation; T-25 Function

legitimacy of data

creep (data used for other purposes than the ones for which they were

processing, e.g. consent

originally collected)
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V18 Lack of respect to the data [T-24 Non-compliance with data protection legislation; T-28 Data
conservation principle linkability; T-30 Exclusion of the data subject from the data processing
process due to disabling of RFID tag

V19 Lack of respect to the rights [T7-Man-in-the-middle attack; T9-Unauthorised access to / deletion /
of the data subject (such as [modification of devices / data etc; T10-Use erroneous and/or

the right for rectification, unreliable data; T13-lllicit access to data

blocking or deletion of data)

V20 Insufficient protection T1-Denial of service attack / flood / buffer overflow; T2-Blocking; T3-
against DoS attacks Collision attack; T4-Blocking; T5-De-synchronization; T6-Replay

8.4 Attacks on RFID and associated systems

8.4.1 Identity spoofing

Spoofing of identity occurs when an attacker susftdly poses as an authorized user of a systete¢imical
environments this is most often referred to as squerade attack).

There are many ways in which such an attack cachived, ranging from competitors performing uhatized
scanning of inventory to obtain information on tyg@@d quantities of items. The tag identities ¢temte emulated,
e.g., in a large convenience store to "trick" cosos into purchasing particular products. This &lenpossible if a tag
cannot distinguish between authorized and unawbdiinterrogators. To the tag, a interrogatorirgerrogator. Also,
the numbering schema used for RFID tags makeseaiathidentity and includes information about thenofacturer
and possibly the product number. This attack can bé carried out by an attacker with a valid natgator or
equipment able to eavesdrop on the RF interface.

SCENARIO: Assuming that EPC numbering is used; fiassible for an attacker to pose as an authorized
Object Name Service (ONS) user and submit quefiegtleer gathered EPC numbers or random
EPC numbers to ONS to determine the exact URLe@flitabase containing the information of a
particular EPC number. This way the attacker cagessfully obtain information on the
association to a particular EPC number and theymtagipe that the tag is attached to.

8.4.2 Tampering with data

Data tampering occurs when an attacker modifieds adeletes, or reorders data. The impact of stiabks range from
serious threats as an attacker modifying the taggassport to modifying the identity on tags i spply chain,
warehouse or similar disrupting business operatomscausing a loss of revenue. For a user, tangpefidata may
lead to failure to enter a country (passport aggokrong identity, somebody masquerading as the lsss of service,
loss of reputation, economical loss and identiayét.

SCENARIO: Altering the data encoded on a tag ap&rgonalisation such that it mislabels a taggs.it

CONCERN: An observed problem with the "kill" comnaais that it can also be misused by an attacker as
consequence of the password distribution beingediffto secure, or failure to implement a
password. In either case the attacker may kill Witfs a number of consequences ranging from
diversion of items, through loss or theft of itetsbusiness failure (the level of impact depends
on the dependency of the impacted business onFhe ®chnology working properly).

8.4.3 Repudiation

Repudiation occurs when a user denies an actiomampdoof exist to prove that the action was penfed.

SCENARIO#1: An attacker denies receiving and h@difan item fepudiation). If the tag remains present on the
item it may be read by an investigator to repudiagedenial ¢ounter to repudiation).

SCENARIO#2: An attacker denies receiving and hadin item but is aware of the presence of thataigeither
removes it (without damage) or modifies the taghdhat it does not properly identify the item
(system unable to determine the presence of the item).
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8.4.4 Information disclosure

Information disclosure occurs when informationxgp@sed to an unauthorized user. It is a threatit@gy if the
information disclosed is of a private or sensitiagure covered by the Data Privacy Protection Act.

SCENARIO: An attacker may track tags and some wathearry personal data or information that canused
to derive the identity or link behaviour to person.
8.4.5 Denial of service

Denial-of-service denies service to valid usermiBleof-service attacks are relatively easy to agglish and difficult
to guard against.

SCENARIO#1: An attacker may kill tags in the supphain, warehouse or store disrupting business pravent
check-out of a particular item.

SCENARIO#2: An attacker removes or physically dastrtags attached to objects. This is used bytankar to
avoid tracking. A thief destroys the tag to remawerchandise without detection.

SCENARIO#3: An attacker shields the tag from beiad.
SCENARIO#4: An attacker with powerful signal gertergams the interrogator or return signal from thgs thus
making the system unavailable to authorized users
8.4.6 Elevation of privilege

Elevation of privilege occurs when an unprivilegesgr or attacker gains higher privileges in theesyghan what they
are authorized.

SCENARIO: A user logging on to the database torda@tee product information can become an attacker by
raising his/her status in the information systeomfra user to a root server administrator and write
or add malicious data into the system.

8.4.7 Other RFID security threats

In addition to the threats that can directly beoaiged with the STRIDE model there are also sofecific
security threats of relevance, as well as somergksecurity threats. The RF specific security dtgeof relevance are:

* RF eavesdropping
 Collision attack
« Tracking
« De-synchronization
The general security threats of relevance are:
* Replay

* Virus

8.4.7.1 RF eavesdropping

Since an RFID tag is a wireless device, there &xisisk that the RF signal between tags and ogators can be
eavesdropped.

NOTE: Such tests have been performed at the Gektir@atry of Interior yielding a Read range of 2.7with an
ISO 14443 card but need to be formally validated.

If the attacker knows the specification of encodimg signal picked up can have serious implicatiomsed later in
other attacks against the RFID system, such asffBgaaitack, Replay attack and Tracking.
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8.4.7.2 Collision attack

Collision attacks violate the way in which the mbgator single out a specific tag for communicatimterference with
other radio transmitters may prevent a interroghiton discovering and polling tags. Tag collisicctars when more
than one tag responds to the interrogator’s ingeion at the same time. Without any coordinatiomag the
interrogator and the tags, the responses fronatiewill become illegible to the interrogator. Tdteacker acts as one
or more tags to respond the query from the intextagat the same time hence collision happensisinilattack is a
variant of DoS attacks.

8.4.7.3 Tracking

Tracking is a threat directed to the privacy ofras&FID interrogators in strategic locations cagord sightings of
unique tag identifiers (or "constellations" of nonique tag identities), which are then associati¢d personal
identities. The problem arises when individualsteaeked involuntarily. Subjects may be consciolhe unwanted
tracking (e.g. school kids, senior citizens, anchpany employees), but that is not always necegdhel case.

NOTE: Some technologies, such as mobile phonesiresthat the device is always reachable whichlean
considered as tracking. However this is often pgeeckas a desirable trade-off and is consensual. If
mobile phone user wishes to be invisible they daose to switch off their phone and tracking widis

8.4.7.4 De-synchronization

De-synchronization refers to the threat of de-symcizing the identity between a back-end databasees and a RFID
tag, which may render the tag useless. There aréitvds of operation between the tag and the ioggtor, read and
write. The main function of write is to write theeintity of the tag. The intention of a de-synchzatibn attack is to
destroy the operation of the write process. In tiailithe write operation (like updating identiiesay fail in cases
where the attacker successfully destabilizes ti@ction between the tag and the interrogatoren#iwork.

8.4.7.5 Replay

Replay attacks aims to consume the computing reeswf the tag and the interrogator. For examplaniattack
against an RFID interrogator, the attacker may gauess to the identity of an RFID tag from presioammunication
and then replays this identity or communicatiotht® interrogator forcing it to respond to an outdatommunication
request.

8.4.7.6 Virus

Software infections, commonly referred to as asjican be used to manipulate, disclose or malibiqarevent
communication between the tag and the interrogattine network. Whilst it is reasonable to clairattthe payload of
an RFID tag is insufficient to carry a virus itsisfficient to carry a trigger or link to a virushis may be of particular
relevance in object hyper-linking scenarios.

NOTE: The virus problem is not specific to RFID ahdrefore should be addressed outside the RFI@rseith
due care given to adequately consider the use b RBEments as vectors to trigger or manage
previously installed viruses.
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Table 6: Application of identified standardisation gaps across technologies of RFID

Technology

Standardisation gap

Tag

Tag to Reader
Interface

Reader

Reader to Back
End System
Interface

Application and
multi application

RFID Open
System Data
Design

RFID Open
System
Operations

Tag access and security

X

Control of data read by application

Tag kill

X

Authentication

Access control

Informed consent procedural standard

System operational standards

Reader authorisation by application

RFID system Privacy by design standard

Operational audit standards

System data access by design standard

XXX

Addition of tag facilities

Z|IT|R“| T T|Ommo|0|® (>

Deletion and modification in multi app
environment

Open system interoperability design standards

System interoperability service/procedures
standards

System penetration testing standards (e.qg. f
different categories of application privacy
risk)
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9 Privacy Impact and Data Protection Assessment
(P1A) outline

The European Commission Recommendation of 12 M&p 2ih the implementation of privacy and data prtitec
principles in applications supported by radio-frexey identification assigned the task of develomngamework for
privacy and data protection impact assessmentsetintustry. The industry was to undertake the tasiollaboration
with relevant civil society stakeholders. At theéi this draft document was issued, the framewoskideen submitted
for review to the Article 29 Data Protection WorgiRarty and the results of the review are expeat€ttober 2010.

The original Mandate M/436 issued by the Europeamfission, backed by the Member States, to the feao
Standards Organizations (ESOSs) to deliver a casatdd response on the subject of Radio Frequeratifitation

Devices (RFID) in relation to data protection, imf@mtion security and privacy has consequently lmaanded. With
regard to the privacy impact and data protectiosessmment (henceforth PIA), the work of the speciafipointed
Specialist Task Force (henceforth STF) has consistelefining the general requirements for a PIA.t@e basis of the
requirements thus defined, the STF has performgdpaanalysis aiming to identify related standatittraneeds not
yet addressed.

Synergy with the industry PIA will take place upawveilability of the definitive version.

9.1 Role of PIA

The RFID Privacy and Data Protection Impact Assesgrthenceforth PIA) is the thorough and systenaggessment
of privacy (and security) risks posed to individualy RFID-enabled systems and the means to mitthate risks. The
PIA examines all relevant technological, organimadi and regulatory risks. A PIA should be conddicpeior to
implementing new RFID systems and subsequentlyr pigo any changes in existing RFID systems or in the
environment in which they are used.

NOTE: It is a consequence of the volatility of taology and environmental change that the PIA inseea
management process in like manner to the manageshgotlity or security in an organisation for wic
process standards exist in ISO 9000 (Quality) &@ 27000 (Security).

A PIA should be performed for all types of RFID t®ms processing data which can be used to ideimiifiyiduals
directly or indirectly.

The PIA should be conducted for RFID systems imltlé public and the private sectors.

RFID systems not processing information that candsal to identify individuals directly or indiregtvill not require a
PIA. Whether a system requires a PIA or not willdedermined by means of a prior assessment — sog®talled a
threshold assessment.

NOTE: For example, pure inventory control applicas will not require a PIA.

The intent of the PIA is to identify, in a timelyamner, risks posed to the individual's privacy bg system in which
RFID is deployed and from which services are offerand to identify and devise appropriate solutieither by
process or in the design and deployment of thentdolgy in order to minimize privacy risks. SubseguBlAs are to
be performed after an RFID system has become opeahtat regular intervals, and throughout itsrenifecycle. The
main purpose of the subsequent PIAs is to ideatify new threats and risks, and ways to mitigatmthe

The PIA includes but is not limited to a securigkrassessment. Moreover, the PIA challenges cusesurity
paradigms, such as the perimeter defence modglairit includes privacy risks arising from actieg of legitimate
insiders (e.g. through their use of profiling arehavioural targeting, or through their selling,rétg or renting of data
pertaining to the individual with/to partner orgzations and third parties). A number of premisesfaploying such a
methodology for privacy and data protection risklgsis and risk management are described in thewiig
paragraphs.

The RFID PIA takes a systemic approach in two retspé&irstly, in assessing all technological, orgational and
regulatory risks relevant to a (proposed) RFID exystAnd secondly, given the highly networked comimation
systems and the fluidity of data, (proposed) RRBtesms should be assessed in relation to othezragsivith which
they will connect and with which they will interact
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Further premises of the RFID privacy and data ptaia impact assessment include:
« that RFID is to be understood as an enabling tdohgaather than a purpose in itself,
« that RFID systems should favour a user-centredydesi

« that the use of RFID-enabled systems should naepay unnecessary or unwanted burden on the,
citizen/consumer

« that the design of RFID systems should aim to staik even balance between the interests of
enterprise/government efficiency; product or apilan usability; user convenience, rights and frust

« that privacy should be an integral part of the giesif new RFID systems (privacy by design) rathan
added at a later stage.

Performing a PIA cannot eliminate all privacy risksPIA should, however, help design privacy-presey systems,
for example by adopting the privacy by design piyrad

Privacy is defined, for the purposes of the prestmtument, as the right of the individual to hai® identity and
agency protected from any unwanted scrutiny andrfetence. It reinforces the individual's right decisional
autonomy and self-determination.

9.2 Overview of RFID-related features with an impact on
privacy

Certain current features of RFID technology andIREhabled applications pose risks to individualacy and other
fundamental rights, and to data protection. Amdrept:

« RFID has the potential to be a disruptive technpioghat it changes the way in which individuals
interact with each other and with their environment

NOTE: Disruptive technologies do not have negatimenotations.

 the multitude of envisaged RFID-enabled applicaiand the vast range of domains in which they ean b
used could render RFID ubiquitous;

« RFID is a technology relatively unknown to the Ergublic;

NOTE: The 2005 pan-European survey on RFID and @oess - What European Consumers Think About
Radio Frequency ldentification and the ImplicatiémsBusiness [i.27] indicated that individuals’
awareness was low and perceptions were mixed. @2bk& European citizens were not aware of RFID
technology; of the 18% aware of the technology,ertban half were concerned about tracking via
product purchases, targeting via direct marketirsg, of data by unauthorized third parties and the
possibility of distance reading of tags.

« the RFID technology and related applications erjyous levels of maturity, resulting in fragmented
understanding of related risks;

< RFID tags include unique identifiers which makegsassible to reference them back (directly or
indirectly) to their owners (tracking);

* RFID can enable real-time tracking;

« the stealth nature of RFID (i.e. the ability to tione to function in the background unobservablthi
individual);

« RFID tag data and reading have no interface foirttividual; this renders them virtually invisibde
inscrutable, thereby limiting the individual's seopf choice and consent;

» tags may become practically and virtually invisitieough miniaturization, embedding (e.g. woverstag
subcutaneous or implanted tags) or just their utmgeness;
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» RFID tag lifetime usually exceeds its useful pugos data protection legal prescriptions;

« RFID tags do not include standard privacy feat(ess. no standard encryption of data on tags, no
standard authentication-based access to data, etc.)

9.3 RFID PIA Framework

The following clauses define the methodologicaliesments for conducting a PIA. Subsequently, tfieapy and data
protection requirements are defined. The data ptioterequirements are derived from current datdqation
legislation. The privacy requirements are definlethgthe four dimensions of privacy and formulatedake into
consideration consumer concerns.

9.4 PIA Methodology Requirements

As mentioned above, certain current features ofDREchnology and RFID-enabled applications pos&sri®
individual privacy and other fundamental rightsattextend beyond data or informational privacy @gsample RFID
used to monitor patients can have an impact oolady integrity of the patients; RFID used by pareto monitor the
whereabouts of their children can infringe on afgilds spatial and temporal privacy; RFID used ia tétail sector to
track the behaviour of customers in time and spza® have an impact on the customers’ behaviouigbqy).
Therefore, in defining the PIA requirements theadl@r concept of privacy has been considered, imgud

 data or informational privacy,

« spatial (location) and temporal privacy,
* bodily privacy and

« behavioural privacy.

In addition, the contextual character of privacg baen taken into consideration, as well as constegeirements
insofar as documented. This approach has sever#ébraeer current practice for the following reason

» The current relevant regulatory framework is conedrprimarily with the first dimension of privacy,
namely data or informational privacy;

« The current privacy regulatory framework does rmter the broader impact that a disruptive technplog
such as RFID can have on the privacy and otherdionahtal rights of individuals;

NOTE: Atthe time of the preparation of the presmdtument both the European data protection ldgisland
the OECD privacy principles are in the processesearig revised to reflect these and other
developments.

» For the larger part, self-regulatory initiativesthre field of RFID privacy have focused on the iteta
sector. Privacy issues specific to the use of RRIBther sectors (e.g. medical sector, public gestim)
are not addressed systematically.

Privacy is defined, for the purposes of the presEmument, as the right of the individual to havg identity and
agency protected from any unwanted scrutiny andrfietence. It reinforces the individual's right decisional
autonomy and self-determination.

In order to conduct a PIA, an operational defimtf privacy is required as well. Such a definitismot included in
the current data protection legislation. Consedygfur the purpose of this document, we are inimidg the concept
of reasonable expectation of privacy. In this cehtthe reasonable expectation of privacy is defias the generally
accepted and shared norms with regard to privang. ddawback of the operational definition shoulchbed: using it
in performing a PIA will imply a certain amount d@iscretion in discerning privacy risk.

Although the current document defines only the mgemeral requirements for an RFID PIA, more specifi
requirements for certain domains or applicationghinbe necessary. For example, the use of RFIBarhealth sector,
for which additional privacy and data protectioguigements might be necessary given the sensitfitlata processed
and consumer perceptions. Or similarly, additiaaral more specific privacy and data protection megoénts might be
necessary for the use of RFID in the public segteen the type of data processed and limited chaicéizen has in

ETSI



a7 Draft ETSI TR 1XX XXX V0.0.6 (2010-07)

adopting such applications (for instance RFID-eedlgassports and other travel documents). Thisthgpis will need
to be tested in the standards gaps analysis.

The PIA methodology will include both generic reguments (such as the sequence of steps to be akelerin
performing a PIA process) and RFID-specific requieats (such as those derived from the technicalufes of RFID
with and impact on privacy, or the context of domiai which RFID systems are employed).

94.1 Assets and the RFID PIA

Assets refer to the object of protection in a @slalysis. The main assets at risk in the conteRFID are the personal
data and privacy of the individual. Loss of thesseds can result in risk for secondary assetsasitie reputation of
the individual, (e.g. in the case of identity thethe right to be let alone (e.g. via direct méairig etc.), trust in
organizations deploying RFID, financial assets, etc

9.4.2 Scope of the PIA

The RFID PIA should incorporate both risk assesd¢rand risk management:

* risk assessment: a scientific and technologicalsell process consisting of four steps, threats
identification, threat characterisation, exposiggeasment and risk characterisation;

 risk management: the process, distinct from risessment, of weighing policy alternatives in
consultation with interested parties, considerisy assessment and other legitimate factors, and, i
need be, selecting appropriate prevention and clooptions.

Standardization gaps identified thusfar include:
» Standard RFID-specific PIA methodologies.

< Domain and sector-specific PIA templates & guidance

9.4.3 General methodological requirements

As mentioned above, the RFID PIA will include a rhenof generic requirements related to the stefppetondertaken
in performing a PIA process. Among them are:

« Determining the PIA domain, scope and subject;

« Determining and appoint the PIA roles. These rotedd be defined according to a responsibility
assignment matrix (RACI): responsible roles, actabie roles, consulted roles, informed roles.

« ldentifying the required expertise to perform a PIA
e Drawing up a PIA plan;

« Conducting the actual PIA. That will not be limitexa questionnaire, but will include necessarily a
detailed narrative description of technologicafjanizational and regulatory environment in which th
system assessed is to function; the flows of infdrom.

» Determining and insofar possible quantifying privaisks and defining means to mitigate them;
« Determining natification protocols in the eventeofrivacy breach;

« Determining redress protocols in the event of agmy breach;

« Documenting the process in a PIA report;

« Incorporating the PIA outcomes in decision-making at operational level,

» Ensuring the periodicity of the PIA process (linkedhe life cycle of the system assessed) ;
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Ensuring the integration of the PIA in internal ayfocesses;
« Achieving a level of independence for a PIA withiew to a PIA audit;

« Ensuring accountability to an independent superyibody (e.g. the Data Protection Authority);

Making the results of the PIA both internally andficly available (whilst taking into consideration
organization confidentiality requirements).

9.4.4 Data Protection and Privacy requirements of the RFID PIA
Three categories of privacy and data protectionmirements have been defined for the PIA based on:
 current data protection and privacy legal requinetse(See also section 5.7);

* broader concepts of privacy and consumer/citizenes;

« and, insofar as documented, new and emerging issues

9441 Data protection requirements

This section addresses primarily general issuedabé/information privacy; issues of compliance withropean,
national, regional, local, sector-specific legiglat The detailed analysis of RFID-specific datfmation privacy is
presented in table 4 below.

NOTE: See also clause 7.3 for the analysis of Riidfa protection requirements.
The data protection requirements include:

1. Purpose specification — referring to limiting thellection of (personal) data exclusivelymplementaing a
specific purpose whereby the re-use for an incoilggpurpose is not permitted;

2. Collection and use limitation/minimization — refeg to the length of time during which the (perdpukata is
kept which should not exceed the period of timeessary to fulfil the purpose for which it was cotkd,;

3. Data quality;

4. Transparency and openness — referring to the ihaliis right to know that a product contains a thgt the
tag stores personal data; when a tag is being aeddwhy; that data relating directly or indirectly an
individual is being stored in a database;

5. Accountability — referring to assigning responsipifor compliance with overall privacy and dataofaction
requirements; measurement and monitoring of firfillthese responsibilities and potential compliaraored
defining redress measures;

6. Rights of data subjec—s - right to information, rection, removal; availability of contact informerti
Additional attention should be paid to issues of:

a. Citizen/consumer awarene-s - surveys indicate dhbt a modest percentage of the population is
aware of the technology

b. Citizen/consumer consent — the extent to which eonhss informed, meaningful, explicit and
unambiguous

c. Citizen/consumer behavio—r - concerned with thesgmy paradox, i.e. the disjunction between
opinions held regarding privacy and actual behavifeig. the trade-off between privacy and
convenience)

d. Protection of minors — currently not specificaljdaessed by the data protection legislation

7. Security safeguards — referring to the appropratasures to be taken by RFID service providerafiegsiard
the security of their systems, prevent unauthoraerkss to data, secure use and disposal, seawdieness
and training, etc.
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8. Third party transfer/processing — referring to #faring and disclosure of information/personal deith/to
third parties if necessary to fulfil of the purp(®eddentified above;

9. Third country transfer — referring to restrictiows additional measures to be taken when transfgrrin
(personal) data outside the EU where (comparabiegqy standards and safeguards might not be dlaila

9.44.2

Privacy requirements

This section addresses broader privacy requiremeghish cover issues related to citizen/consumerremess and
behaviour issues; the contextual character of pyivim its several meanings; as well as issues aglab other
dimensions of privacy beside data privacy, namgbgatial, temporal, bodily and behavioural privacy.

The detailed analysis of RFID-specific data/infotima privacy is presented in table 5 below.

1. Spatial (or location) and temporal priva—y - reifggrto the location of an individual at a discrptant in time
and over a continuous period of time

2. Bodily priva—y - referring to the integrity of thedividual's body [i62]

3. Behavioural priva—y - referring to the individuadistivity and preference patterns, both explicd anplicit

4. Contextual character of privacy referring to thet that:

9.44.3

a. citizen/consumer privacy perceptions depend stsongl the context: surveys indicate that certain

types of personal data are likely to be regardesh@® sensitive than others (financial data, meédica
data);

b. compounded (personal) data can acquire a differsdoe and meaning;

c. (personal) data can acquire a different value aadnimg if used in a different context than the one

for which it was originally processed

Emerging issues and requirements related to emerging or future applications,
technologies, and other issues

New technological developments and new applicatoi@msbring about new categories of challengesdivighual
privacy and data protection. They might include ona combination of the categories mentioned afaoneshould be
addressed by an RFID PIA. A non-exhaustive liSRBfD-related emerging issues and requirementsifiezhthus far
include those referring to:

data mining and profiling;

smart technologies/applications — referring to textbgy convergence (e.g. RFID used in conjunction
with GPS, sensor technology, etc.);

internet of things / ambient intelligence — refegto things having identities and virtual persdaesd
operating in smart spaces using intelligent integéato connect and communicate within social,
environmental, and user contexts;

protection of minors;
workplace privacy — in relation to using RFID tadk and/or trace activities of employees;
tracking by proxy — referring to inferring the idiy of an individual through an RFID tagged belonyg

corporate espiona—e - where the misuse of persiatalacquired by means of RFID tampering or illegal
access is not the purpose, but rather the meatgjtore other economic, competitive, etc. advantage

The tables that follow summarise as a first pagsttalysis of each of the three areas describegeabo
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Table 7: Data protection requirements

Category/issues Explanation/comments Threatsand Ecosystem Control/measure | Standardization
Risks component gaps
involved: tag,
interrogator,
database,
architecture,
other
automatic or manu: | the (technical) means technical or all PETs, details are in
processing of da employed to collect, store| human errors that] authentication and | clause 12
use, exchange, collate or | might occur in the authorization,
otherwise change, destroy course of Training of
data processing data, personnel
illicit processing
of data, etc. See
annex A.4.2 for
details.
purpose specificatic | What information is Function creep | all Explicit notification | details are in
collected, for what purposgBehavioural to and consent from clause 12
and through which targeting citizen/consumer
technical means. Collectigrurther details in for data collection
of personal data exclusivel annex A.2 and and use purpose;
to fulfil a specific purpose| clause 5. Reniwed
Re-use for an incompatiblg. notification and
purpose; (see clause 5 for consent for every
details) change in the
original purpose.
collection and us the length of time for Retention period | Backend Automatic details are in
limitation, which the data is kept and and use of data | system delection or clause 12
minimizatior the amount of data shoul@lexceeds the period disabling of
not exceed the period of | of time necessary information
time necessary to fulfil the and purpose for according to
purpose for which it was | which it was fulfilment of some
collected collected parameter (time,
Profiling, etc. period, action,
See annex A.2 and event).
clause 5.
data qualit the syntactic and semanti¢limited user tag, backend data integrity details are in
quality of the data control database, otherchecks and clause 12
collected, stored or poor data quality | components in| mechanisms to
otherwise processed, incorrect personall RFID backend| detect and discharde
including the length of timginformation system poor quality data
for which the data is kept | incorrect based on both
aggregation of syntactical and
data semantical
validations
transparency the right to know that a | details are in tag, user notification; details are in
opennes product contains a tag; thatlause 5 interrogator, | logos and signage | clause 12
the tag stores personal data; backend etc.
when a tag is being read system

and why; that data relating
directly or indirectly to an
individual is being stored
in a database;
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special conditions:
informed, meaningful,
explicit and unambiguous

consent of the data subjeqt ;

for the performance of
(pre)contractual
obligations; for law
enforcement purposes; fo
the protection of the vital
interest of the data subjec
transfer from a public
register

and safeguards
etc.
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Category/issues Explanation/comments Threatsand Ecosystem Control/measure | Standardization
Risks component gaps
involved: tag,
interrogator,
database,
architecture,
other
rights of data subjec | the right to information, |use of data all regulatory details are in
correction, removal; right | without consent; measures clause 12
to object to the processing inaccurate data
of personal data (except | stored in backend
when collected to comply | databases, limited
with a legal obligation or | access to products
perform an agreed to and services
contract, or for which
informed, meaningful,
explicit and unambiguous
consent has been given)
contact information for
gueries and complaints;
security safeguarc appropriate measures to p@verview of all encryption of data| details are in
taken by service providerqg threats are given on tag, encryption | clause 12
to safeguard the security ofin annex A.2 of da’mplemenfer,
their systems, prevent shielding,
unauthorized access to authentication and
data, prevent misuse of authorization,
data, etc anonymization, use
Umplementames
etc.
third party sharing and disclosure of{ details are in backend regulation For Further Stud
transfer/processir (personal) data with/to | clause 5 and system
third parties only if annex A.2 (databases)
necessary to fulfil any of
the original purposes for
which the data was
collected in the first place;
no transfer, sharing etc. o
data for advertising or
direct marketing purposes
third-country transfer| transfer to countries absence of backend regulation For Further Stud
outside the EU (i.e. third | (comparable) system
countries) is subject to privacy standards| (databases)
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Category/issues Explanation/comments Threatsand Ecosystem Control/measure | Standardization
Risks component gaps
involved: tag,
interrogator,
database,
architecture,
other
IAccountability 1. assigning responsibility| failure to notice all activity logging For Further Study
for compliance with overallincidents, protocols and
privacy and data protectiopfailure to notify practices
requirements; individuals (authentication,
2.measurement and affected, authorization,
monitoring of fulfilling failure to offer controls, incident
these responsibilities and | redress solutions, reporting, etc.);audit
potential compliance; failure to prove protocols
3. redress measures compliance,
etc. independent
supervisory body

The privacy requirements captured in table 4, idiclg requirements related to consumer/citizen sscever issues

related to citizen/consumer awareness and behaigsuwes; the contextual character of privacy iségeral meanings;
as well as issues related to other dimensionsiediqy: spatial, temporal, bodily and behaviouravacy.
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Categoryl/issues Explanation/comments Threatsand Ecosystem Control/measure Standar dization
Risks component gaps
involved: tag,
interrogator,
database,
architecture,
other
consumer Low public awareness of | no informed, tag, Information campaign, | For Further Study
awareness RFID technology meaningful, interrogator, |logos and signage,
explicit and backend regulation
unambiguous | system
consent possible
effectively no
user control
etc.
consumer refers to the privacy paradox: profiling, all regulation, use of see clauses 5 ar
behaviour disjunction between opiniongracking. pseudonyms, encryption,12
held re privacy and More use of session id rather
behaviour (trade-off privacy} information in than tag identity etc.
various advantages the annex A.2 and
consumer/citizen stands to | clause 5.
gain in exchange for sharing
his personal data)
spatial (location) | refers to the location of an | unwanted all regulation, encryption,| see clauses 5 an
and temporal individual at a discrete point disclosure of use of pseudonyms, use 12
dimension of in time and over a location; real- of session id rather than
privacy continuous period of time | time tracking tag identity, silence of
and monitoring; the chip, etc.
real-time
surveillance;
association
between
individuals
etc.
bodily dimension| refers to the integrity of the | tags on body & | tag, regulation, shielding, | see clauses 5 an
of privacy individual's body [i62] implants interrogator | controlled readings, 12
monitoring encryption, use session fid
bodily functions rather than tag identity
etc. etc.
behavioural refers to individual's activity| profiling all see clauses 5 an
privacy and preference patterns, bath regulatioJmplementaion} 12
explicit and implicit pseudonyms, use of
session id rather than tag
identity etc.
contextual a) citizen/consumer privacy| undesirable, tag, regulation, encryption, | For Further Study
character of perceptions depend stronglypossibly interrogator, | pseudonyms,
priva—y - multiple| on the context: surveys harmful, backend anonymization, etc.
meanings indicate that certain types of disclosure of database
personal data are likely to besensitive
regarded as more sensitive| information
than others (financial data, | (more
medical data) information is
given in annex
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Categoryl/issues

Explanation/comments

Threatsand
Risks

Ecosystem
component
involved: tag,
interrogator,
database,
architecture,
other

Control/measure

Standar dization
gaps

A2)

b) compounded (personal)
data can acquire a different

value and meaning

behavioural data tag,

used for
profiling
etc.

interrogator,
backend
database

regulation, encryption,
pseudonyms, minimizing
of data, procedures for
deletion and deactivatio

of information, etc.

see clauses 5 and
y12

h

¢) (personal) data can acqu
a different value and
meaning if used in a differe
context than the one for
which it was originally

processed

ifeinction creep
etc.
nt

interrogator,
backend
system

regulation, purpose
specification, automatic
expiry date for data, etc|

see clauses 5 and
12

Table 5 below presents emerging data protectiorpanecy issues and requirements related to emgimiriuture
applications, technologies, etc. involving RFID €6b new developments are expected to bring abautaiegories of
challenges to individual privacy and data protectad might refer to one or a combination of thegaries
mentioned in tables 3, 4 and A.2.
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Category/issues Explanation/comments Threatsand Risks Ecosystem | Control/measure | Standardization
component gaps
involved:
tag,
interrogator,
database,
architecture,
other
data mining and Data mining refers to | details are given in annex | backend encryption, see clauses 5
profiling the use of analytical |A.2 database, angdanonymisation, |and 12
techniques to reveal other deletion and
patterns, trends and backend deactivation
profiles from sets of system regulations and
data. components | procedures, use
Profiling is "a techniqug of pseudonyms,
whereby a set of use of session id
characteristics of a rather than tag
particular class of identity, etc.
person is inferred from
past experience, and
data-holdings are then
searched for individuals
with a close fit to that
set of characteristics"
[i.62]
smart through technology See annex A.2 all randomisation pfsee clauses 5

technologies/applicatio

nconvergence (e.g. RFID
used in conjunction
with GPS, sensor
technology, etc.)

of RFID enabling
broader aggregation of
information across
domains/applications
and more detailed
profiling

new and innovative uses

data, shielding,
minimizing of
data, control of
purpose,
consumer
awareness, logos
and signage, etc,

and 12
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identification and acces
purposes, computer us
etc.,

2) offsite: in the contex
of a growing mobile
workforce & home
workers

ublic spheres

gtracking and tracing
disclosure of private
information, profiling, etc.

regulations, signg
and logos, use of
pseudonyms, etc
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Category/issues Explanation/comments Threatsand Risks Ecosystem | Control/measure | Standardization
component gaps
involved:
tag,
interrogator,
database,
architecture,
other
internet of things / Things having identities limited or no individual all consumer see clauses 5
ambient intelligence | and virtual personalities autonomy and control, lack awareness, and 12
operating in smart of consumer awareness, encryption,
spaces using intelligent can lead to undesired authentication
interfaces to connect | disclosure of private and authorization,
and communicate information pseudonyms, etc
within social,
environmental, and user
contexts
protection of minors the current legislation| children's rights issues (e.gall consumer For Further
does not include explicjtin relation to parental RFI[ awareness, Study
provisions for the track and trace tagged regulations,
protection of privacy | items) parental control,
and data of children etc. encryption,
anonymization,
pseudonyms, etc
workplace privacy 1) onsite: use of RFIDQ blurring of the boundaries | all Consumer/citizen For Further
for employee between the private and awareness, Study

tracking by pra’mplementing the
identity of an individual via a
proxy (e.g. pets chip implants a
pointers for their owner's identity
and / or contact information)

Tracking,
tracing,

5 profiling,
disclosure of
personal
information,
etc.

tag, encryption,

interrogator, data

backend minimization,

database | unlinkability
etc.

see clauses 5 and 12

corporate espionage

unauthorized access
customer performance

tmauthorized access to
customer performance
etc.

all

security
safeguards,
architecture
solutions (privacy
by design)

etc.

For Further
Study

10

Common European RFID Emblem/Logo/Sign

The common RFID sign initiative results from a n@nbf similar initiatives undertaken by organizasawithin the
European Member States and internationally. Thefgan Commission supports a common RFID sign throug
Mandate M436, RFID Recommendation and through supmidVork Package 5 within RACE networkRFID.
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There can be many reasons for applying an RFID 3iga purpose of this document is to aid the prooéslarifying
these goals, providing a solid foundation to a ne@@ndation and assisting in driving towards a cesise amongst the
key stakeholders.

NOTE: Stakeholders identified by the European Caggion includes members of the RFID Recommendation
Informal Working Group, RACE networkRFID and thedCdination Group of the ESOs under Mandate
436.

There are many approaches to a common RFID signy fatiatives have focused upon logos or emblentssome
on informative signs. Recognizing the contributadrihe EC sponsored RACE networkRFID project t@amon
RFID sign the purpose outlined is to notify ancbmmfi the public about two aspects of RFID in oraefosster greater
public confidence in public facing RFID applicat®mhese aspects relate to the presence of RF{ atad)
interrogators and, information about the RFID mdaapplication.

NOTE: Recognizing that there could be more thamRRID application at any location. Also that RFiates
to a wide variety of devices offering different éds of performance and functionality and, usedroat
spectrum of applications. This is unlike most otfeehnologies which have a common sign for public
notification.

There is an understanding that there are both rys®g of RFID and many types of RFID related agians. Also
that the purpose of the common RFID sign is neitbenake the public experts in RFID nor in a breae of RFID
applications, nor to imply any such responsibisibpuld be shouldered by the general public.

The common RFID sign best meets the goals of pulgiiification if it is easy and quick to recognizalditionally the

“common” in common RFID sign is understood to utiderthe need for consistent application and, throconsistent
application the RFID sign it then serves the putthwelling throughout Europe.

Noatification is not the same as informing the pablio this end it is necessary to consider a sigichwvprovide the
opportunity to describe the RFID related applicatmd other associated information. This creatdsalienge as such
information signs take deliberate actions and tiondigest their message. The consequence is thaétommended
approach is to define a specification for a comfR&#D emblem/logo for the purpose of notificatiorddimked to a
common RFID (information) sign.

NOTE: While it is technically feasible to define RFprecisely the ‘real world’ marketing of RFID dees and
services and, its common use in the public donsigthing wireless where the principle purpose is
identification) results in possible confusion faher or both private individuals and, RFID operatand
suppliers of tagged items. As emblems, logos agussare for a public purpose the RFID definition
adopted here is therefore “anything wireless witieeeprinciple purpose is identification.”

Common RFID Emblem/Logo

°

Common RFID (Information) Sign

Figure 3: Simple view of RFID Emblem/logo and RFID Information Sign

10.1  Approach

The approach is to gather and structure the remeings, describe the stakeholders, compare theresgemts with
established signs identified by RACE networkRFI@ dased upon the comparison make a recommendattbe t
stakeholders. Depending upon the stakeholder resporthe analysis and recommendation there may be
development phase after which the new proposai(sp@analysed against the requirements and a new
recommendation provided to the stakeholders.

The general notion is that due to RFIDs multiplesuis the public domain and associated with a wage of
differently performing RFID technologies there ineed for a logo/emblem to indicate RFIDs posgibésence and an
informative sign which can describe the RFID aggilan and include all important information whiciinnot be

ETSI



58 Draft ETSI TR 1XX XXX V0.0.6 (2010-07)

present on a emblem or logo. Of importance isttimtcommon RFID sign whether emblem/logo or sign is
recognizable by the general public across Europstiven they are in their home country or in anothgopean
country. Consistency in the presentation and irdbation of the common European RFID sign are irtgrd success
factors to achieving public natification and to miize confusion or conflict with other emblems/I@ggigns already
found in the public domain. Therefore importantig specification of the position is also takinginbnsideration
other signs in order to encourage deployment.

10.2  Summary of RACE network RFID Report

RACE networkRFID document (ref.: WP5 Deliverabl#.3. final draft.pdf) identified the following reqeiments
related to the common European RFID sign:

1. Signs need to be visible, easy to understand amdda distinctive information on RFID use
2. Signs should include or be accompanied by the r&rttee operator and contact information

3. Signs should be able to coexist with establishgdssthat fulfil at least the same objectives aravigle relevant
information to the consumer

4. Signs should be part of a broader awareness arsdigwr information strategy

5. Signs should be comprehensive, unambiguous, unifowinstandard compliant

. Operators should be granted sufficient flexibilitith respect to the exact placement of such signs
. Signs should take into account and not discrimiagtgnst the global scope of certain RFID Applimasi

. The signs should be neutral in regard to valuernuelgs

© 00 N O

. The signs should offer sufficient flexibility to m®@mbined with different technologies offering adial
information and to use different communication tembgies for public notification

These are general points which clarify many ofdbgectives but do not provide sufficient detaibirer to define a
specification or related standards.

10.3  Requirements specification

The common European RFID sign is targeted at muigublic awareness to diminish fears and removedrarto
widespread European RFID adoption. Emblems/lognsoatribute to this process primarily due to thpatential
small size, low cost and to transcend languagéiém This may be largely sufficient but there epacerns that if
such an emblem/logo is deployed without an asstiadbmmon European information sign the emblem/logy raise
unjustified suspicion and negative emotional put#ponse. Examples of such contagious publiciceatd poorly
conceived RFID pilots have been numerous overasied years and as RFID applications have movedtet public
domain. Many RFID and associated technologies bbhwsen to disassociate themselves with RFID asudt trough
renaming or rebranding of their initiatives. Furthere there are proposed requirements of the conttnoopean
RFID sign which cannot be fulfilled by an emblerora. It is for these reasons that consideratiaandhformation
giving RFID sign has been structured into the ahitequirements specification.

The following requirements have been collected fpyaliminary input from CEN TC225 and from the dission
within RACE networkRFID Work Package 5. The reqoiemts do not replace a specification or standandy are
established as a basis to judge the suitabiligstdblished RFID signs and if necessary as a goitte development
of future candidate RFID signs and standards.

A key assumption is that the common European RiID will be introduced on a voluntary basis at teagially.
Furthermore the common European RFID sign may l#emaandatory in certain application areas idewtibig the
RFID Recommendation but, that it may be adoptedused by any application without geographic boupdaor these
reasons the following requirements do no imply dibthe requirements are essential to every agjptic. Nevertheless
the structure of the tables is designed to idemtifgt differentiate those stakeholder requiremehistiware important to
ensure commonality and those which are optionasdone applications.
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RFID Emblem/Logo classified requirements

Ref. Primary Secondary Further Informatign  Additionaln@oents
E.1 What is the 1) Public confidence in RFIO Contributing to: Similar requirements are
overall goal applications through ) envisaged for other and
the RFID notification/awareness of the 1) Wider, faster paths to RFID future wireless technologies.
emblem/logo | possible (i.e. beyond adoption in Europe. So accommodation of
is setting out | reasonable doubt that there 2) Broader industrial applications general wireless
to contribute are no RFID tags or through visibility increasing the idgntification (Wireless ID,
to? interrogators) presence of | gnfidence of all stakeholders Wireless Sensor Networks,
tags and interrogator systems 5q: thereby in reinforcing loT) could be a distinct
(i-e. interrogator antenna andl -gnsistent and uniform European advantage to the public and
interrogator) application of privacy & security organizations.
2) Link to signs which requirements.
explain the RFID application| 3) providing access to a broader
(see RFID sign specification range of trusted RFID
applications serving or interacting
with the public.
4) Reinforcing European
competitiveness through
innovation and efficiency in
broader areas of society.
5) Increased security and safety
for private individuals and
organizations.
E.2 What is the 1) Public awareness 1) Removing the “hidden” and Building trust in: Neither the “hidden” nor
purpose? Inotification of possible “silent” aspect of RFID which L “silent” aspects of RFID
presence of RFID generates fears of vulnerability | 1) The application(s). | contribute to most
interrogators or tags through a loss of control to 2) The owner/operator. applications. These aspects
- unknown & parties. do sometimes detract from
2) Building trust through 3) The technology. applications e.g. like bar
providing visibility to 2) As a deterrent to property thett. codes without their bar code
something which is invisible scan beep.
(devices small, difficult to
identify, located
inconsistently, often hidden,
etc)
3) Consistent presentation
across EU Member states
E.3 Which 1) Suitablefor all At places of work where RFID The CE RFID project

applications?

2) Optimized for the
following:

systems or RFID applications ar
installed, present or operated.

i) Retail environments:

provided categories of
existing RFID applications.
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Ref.

Primary

Secondary

Further Informatia

n

Additionaln@uents

a) On product where RFID
tag or RFID interrogator
embedded or associated wit|
the product.

b) On product packaging
(display or transport) where
the product or product
packaging has an RFID tag
or the product has an
embedded or associated
RFID tag or interrogator.

c) On displays or
promotional stands.

d) On shelves.
e) At POS.
f) At access doorways, etc.

g) On product advertising or
promotional material where
this is associated with RFID
associated products or
packaging.

ii) Pharmaceutical:

a) Product packaging.

b) POS/dispense.

¢) Product instructions.

d) Notifications /instructions
+ as retail above.

iii) Libraries:

a) All forms of tagged media
+ as retail above.

iv) Passports/I D document
systemg/L oyalty Cards.

v) Contactless payment
systems.

h

ETSI




61 Draft ETSI TR 1XX XXX V0.0.6 (2010-07)

Ref. Primary Secondary Further Informatign  Additionaln@oents

vi) Pet vaccination.

a) cards/certificates.

+ as retail above.

vii) Industrial/Services.

a) access control systems.
b) production/process
automation

c) logistics

Vi) Access control/Security
a) facility access

b) vehicle access

c) vehicle immobilizers

E.4 What are the | 1) Trust. Values with which the When legally permitted
reference ) RFID emblem/logo (or | information generated by
values 2) Confidence. sign) isNOT to be RFID applications may be
beilimplemen 3) Openness/Transparency. associated: used for the purposes of
tatted or, with enriching personal or
which there is| 4) Convenience/User 1) Hazard / Danger property surveillance type
the aim of friendliness. [Threat information but this is to be
being 2) Warning referenced or explained in
associated? the corresponding RFID sign

3) Surveillance / (see RFID sign below)
Monitoring

E.5 Who is the 1) General Public 1) General Public & Employees:| Where all abilities refer
target for the | . . - to educational attainment
message i) All ages. i) All abilities. and physical abilities
presented by ii) Al ethnical (e.g. blind, etc.). It
the emblem / | grigins/nationalities. should be possible for
logo? the RFID emblem/logo

iii) All European cultures. through its
concept/design to be

2) Employees accessible to this group,
although there are no
precedents to suggest it
is essential.

E.6 Who is the 1) Specification and Not necessarily for RFID tag
target for the | guidelines — anyone ordering manufacturers unless they a
technical RFID tagged items which ar¢ delivering RFID tags
specification /| or could be presented to the (converted or otherwise)
guidelines? general public which are or could be public

I facing.
2) Specification and
guidelines — anyone that
manufactures RFID tagged
items which are or could be
presented to the general
public
3) To be employed by all
owners or operators of RFID
systems and applications
E.7 How? 1) No text, nor additional 1) Text and/or symbols can be | Placing emphasis upon | There is a need for

symbols, nor other elements
should be essentiér the
emblem/logo to be capable
raising general public

awareness to the (possible)

f

present but should then:
i) Mention the letters “RFID".

i) Optionally indicate the
relationship with the common

an emblem/logo design
which is capable of
crossing language
boundaries.

rapid/instant recognition of
the emblem/logo without
reading text.

Provisions for the
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presence of RFID tags or European RFID application sign emblem/logo to appear on
RFID interrogators and through the economic/minimal simple or small electronic
linking with the common use of text, symbols or other displays which cannot
European RFID sign. elements. display text within an
. emblem/logo and yet still
2) Must be visibly clearly iii) Not confuse or detract from read by the majority of the
recognizable from a the application sign. public.
minimum distance of 6 .
metres. iv) Not confuse or detract from Provisions for emblem/logo
the purpose of the emblem/logo use for the purpose of publid
3) Must not detract or divert | i.e. not include a warning word of notification for technologies
attention from safety or message. similar to RFID but not
safety related RFID.
emblems/logos/signs.
E.8 What No information provided on | 1) Mention of “RFID” is the only | Presence of information| Information on the
information? | the logo/emblem should be | possible exception and if makes it an RFID sign | emblem/logo should be
essentiato the logo/emblem | necessary. (See RFID Sign below) | strictly limited to avoid
meeting the requirements fo ) message conflict with the
public notification. 2) As mentioned above where RFID sign. If any
necessary the addition of a text, information is present on the
symbols or other elements to emblem/logo this must only
differentiate between multiple create a clearer association
application specific features with an RFID sign (or
described through the RFID sign| element within the sign) e.g.
or signs is possible. two RFID systems, or
different RFID tags, or
different applications in the
immediate same area where|
one emblem/logo is
differentiated from another t
refer to different RFID signs
(or different elements of the
same sign) describing the
two applications. This create
a number of demands upon
the public in matching
emblems/logos with
corresponding signs or
information elements within
one sign, which is complex
and demanding for the publi
to follow easily.
E.9 What Visual: Touch: Need for “Touch” Mobile wireless devices may
communicat- ) optional as: display an RFID
ion medium? | 1) Printed (all forms of 1) Embossed. emblem/logo on their

printing).
2) Electronic display.
i) Fixed at the location.

a) Moderate or high
resolution.

b) Low resolution.

ii) Mobile wireless device.

2) Bralille.

Not audible signal.

1) There is no suitable
supporting existing
comparable reference.
And RFID systems
themselves pose no
known risk to health.

2) Could be an
advantage where RFID
is used in an application
for visually impaired to
assist the individual
bring into proximity tag
(tagged item) and RFID

electronic screen when an
RFID application or RFID
device within the mobile
wireless device is activated
e.g. RFID interrogator and
application opened in smart
phone (in a similar fashion td
“Bluetooth” activation).

interrogator e.g. enablin

y
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audible RFID sign
information about taggeq
item or tagged shelf
“Size S, red T-shirt”,
etc..

E.10 | Linkingto? RFID Signs (see below) Avoidingfision with existing | It is important that the

popular logos/emblems/signs: emblem/logo is:

1) European Privacy Seal. 1) Capable of fulfilling
the purpose of

2) EPCglobal emblem. notification alone.

3) ISO RFID Emblem. 2) Distinguishable from

4) RFID Passport Logo. other emblems/signs
when positioned next to

5) NFC Logo. one or more.

6) WiFi Logo. 3) Maximizing it's

” positive influence on

Etc.? other related/associated
emblems/logos which
are likely to be displayeq
in the vicinity.

E.11 | Accessibility | 1) No restrictions to Should be low cost to
of technical accessibility. promote adoption.
specification/ | ) )
guidance i) No licence fee, royaltles o1,
notes? other charges associated with

’ the use of the technical
specification, guidance note
or any other similar
documents.

ii) Unrestricted ready
availability of technical
specifications / application
notes / guidance notes
24h/7d.
iii) Available in local
languages of individual
European Member States.
E.12 | Quality? Should be defined in terms|of Conformance requirements

measurable parameters to
promote consistency.

TBD.

10.4.2 Location & Placement

Ref.

Primary

Secondary

Further Informatia

n Additionaim@ments

EL.1

When?

Must be presented to the
general public at any locatiol
where an RFID system,
RFID device or application ig
or may be operated, installe
or present.

i

A sign or signs are not
necessaryvhere an
RFID field is measurably
present or may be
present, where there is
no RFID system or
application installed or
operated in the area. Th
exception is not
permittedwhen there is
an association or
exchange of information
between:

1) The owner/operator o
any RFID system or

application which

The exception described in
further information is there tg
avoid an obligation on the
operator to places signs in
areas where they may have
no legal access rights to pla
an RFID sign. For example

swhere the operation of and
RFID interrogator system ca|
activate tags outside the
perimeter of the premise the
RFID interrogator system is
installed in.

n
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projects an RFID
electromagnetic field
into the area and,

2) The area owner or
lessee of the area.

EL.2

Where?

Europe: The RFID
emblem/logo must be suited
to placement at the following
locations:

1) All locations whether
public or not and, where
individuals may encounter o
interact with RFID systems
or applications.

2) Located at the entrances
facility, buildings or bounded
areas where RFID systems,
RFID devices or, RFID
applications are or maybe
present or operated.

3) Located on RFID signs to
ensure clear association
between the two. See RFID
signs for more details.

4) Where product or product
component(s) is tagged the
RFID emblem/logo is to be
present on the product or
product attached label or
product packaging and any
product instruction literature
(whether presented
electronically or printed).

5) Where product labels or
product packaging or produg
transport packaging is tagge
the RFID emblem/logo is to
be printed on either or both
the product attached label ol
product packaging.

6) Located on shelves or in
the near vicinity of hanger
rails where tagged products
are to be presented.

7) Located on products,
product packaging, product

Worldwide: Suitable to
encourage:

1) Use of the RFID emblem/logo|
in a way consistent with Europe.

2) Use on advertising and

promotional material where this
is associated with tagged produg
tagged product packaging, tagged,,

labels or tagged shipping
ocontainers.

[eRr=y

labels or instruction literature

1) Guidance will be
provided to support to
consistent locations of
product marking.

2) Specifications will be

provided for locating

emblems/logos on
Lshelves, rails, entrances
alls, etc.

3) Defined measure for
proximity to other
emblems/logos and
signs.

4) Where tagged
product, product
packaging or product
labels are all small (max
size TBA) then the RFID
emblem/logo is to be
displayed on the
associated display shelf
only.

5) Any organization
embedding RFID
devices in products is to
ensure that:

i) Where they do not
provide the product
packaging it is important
that the transport
packaging, all associate
paperwork includes an
RFID emblem/logo to
notify the receiver of the
presence of RFID
devices within the
product.

ii) Where they do
provide the product
packaging that the RFID
emblem/logo is included
on the product

1) The RFID emblem/logo
must be positioned above or|
to the left of any other
emblem/logo associated with
RFID.

2) Must be below or to the
right of any: Privacy seal,
National or Royal flag or
emblem, etc..

3) The RFID emblem/logo
may be used to indicate
where the RFID tag or, RFIQ
interrogator or, RFID
interrogator antenna is
located for the purpose of
assisting the removal or
physical disabling and/or
removal of the device. This i
not mandatoryas there are
circumstances where such
placement could assist
criminals. In fact careful
consideration should be
given to use of the RFID
emblem/logo for such a
purpose following “privacy
& security by design.”

4) Reference to tagged
shipping packaging or
containers are included to
ensure that wholesale or bul
y purchased or, re-used boxes
etc.. that these are not
invisible to the public.

~

1
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(whether presented packaging.
electronically or printed) .
where the product contains iii) The product is
one or more RFID marked with the RFID
interrogators. emblem/logo.
8) On the Web site of
organizations producing or
handling or operating RFID
devices or applications.
EL.3 | How often 1) Recommended minimum| 1) Recommended once: To comply with the To be included in the RFID
should the once on the RFID sign.. . RFID Recommendation | emblem/logo future
emblem/logo i) At entrances (see EL.2, 2 the RFID sign (below) | standard..

be repeated?

2) Recommended no
maximum ceiling restriction.

above)

i) In all other situations (see EL.

1-8 above .

must be present. The
p RFID sign must include
the RFID emblem/logo.

10.4.3 Other Requirements

Ref.

Primary

Secondary

Further Informatia

n Additionaln@uoents

EO.1

Maintenance?

Itis:

1) The RFID system and/or
application operator’s

responsibility to maintain the
RFID emblem/logo ensuring

the RFID sign:

i) Has the correct references.

i) Accurately associates
with the RFID system and
RFID application.

iii) Is readable and in an
adequate state to fulfil the
purpose.

2) The responsibility of
anyone applying RFID tag
labels to ensure that the
relevance and quality of the
RFID emblem/logo is
maintained.

h

Such maintenance
processes should be
defined and the activitieg
recorded in support of
quality procedures.

All post RFID emblem/logo
labelling or packaging
processes must not mask th
RFID emblem/logo.

1)

EO.2

Conformance?

It is the responsibility of th

producer of the RFID
emblem/logo to ensure it
conforms to the appropriate
standards.

]

Conformance
requirements are to be
made clear within the
common European RFIO
related standards

10.5

RFID Sign classified requirements

10.5.1 General Requirements Specification

| Ref. ‘

Primary

‘ Secondary

‘ Further Informatiqn Additionaln@oents
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S.1 What is the Build public trust through 1) Inform employees: Must be understandable| Actions necessary for the
overall goal? | widespread RFID application . . . to a broad cross section| public to seek more
visibility by: i) For information. of the general population) information about the RFID
. . i i ; or cross section of the | application must be
1) Providing the public an g{,ﬁ:&gﬂﬁg?giiﬁgﬁ the RFID Population coming into | consistently presented on
opportunity to be consistently system and RFID application regular contact with the | RFID signs and, detailed in
and correctly informed abou " | RFID sign. the RFID sign standard.
RFID related applications or
the presence of RFID
devices.
2) Providing link to and
support to RFID
emblem/logo.
S.2 What is the Delivery of information of 1) Public natification. Building trust in the: The RFID sign may for
purpose? public interest related to: . ) L example describe that the
1 Fulfling REID 2) Public information. 1) Application(s), presence of tags is associatd
: with no known RFID
Recommendation. 3) A deterrent to property theft. | 2) Owner/operator. systems operated within the
2) Applications associated 3) Technology. facility/area.
with RFID s_ystems or RFID Can be used in place of
system devices. RFID logo/emblem but
3) Supporting the RFID the RFID logo/emblem
Logo/Emblem. must also pe present on
the RFID sign.
S.3 Who is the 1) General Public: 1) General Public: Where all abilities refers
target for the | . . . to educational attainment
message i) All ages. i) All abilities. and physical abilities
presented by | iy All ocal nationals. 2) Employees (e.g. blind, etc.). The
the sign? RFID sign can be
i) All national cultures. presented in Braille or
acoustically so as to be
accessible to visually
impaired. There is no
strict precedent for such
an approach to be a
mandatory requirement
as RFID is not
associated with a known
hazard or danger to
health. However where
the application is
expressly deigned for the
visually impaired these
approaches should be
considered as highly
recommended.
S.A4 What 1) The RFID emblem/logo | Application related information The principle objective is to
information? | must be visibly present on | with mention of or, reference to: provide the general public
the sign. L ) information about the
| 1) Application benefits or application and paths “for
2) Name and contact details| motivation ’supportl_ng the individuals to follow in order
of t?e operato:_oftt_he RFIIfD application’s adoption. to obtain the information
sRyesce? g;gg[;l)ca fon. (ref. 2) The nature of the information policy for the application”. It
o being collected or processed. is not to make the general
3) Name and contact details ) public experts in technology.
of the principle point of 3) The Privacy Impact )
Assessment (PIA) associated with

contact capable of furnishingd
further information in
situations where there are o
may be RFID devices (e.g.
tags, or interrogators,
interrogator antenna, etc.)
present but not used in any
RFID system or application
at the location. (ref. Rec. 9,

page 7)
4) Title of the application(s)

the application.

4) Links to other sources of
information relevant to the
application.

5) Mention of any potential

challenges to individuals and ho

to avoid or minimize them.
6) Technology explanation.

7) Contact details of local DPA.
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S.5

What
communicat-
ion medium?

Either or any combination of
the following:

1) Printed.
i) Fixed sign/poster.

ii) Flyer. (Must have
permanent back-up).

2) Electronic display.
i) Fixed at the location.

a) Moderate or high
resolution.

b) Low resolution.

ii) Mobile wireless device.
3) Projection.

4) Sound.

Optionally:
1) Braille.

2) Acoustically delivered verbal
message.

Avoiding confusion with
existing popular
logos/emblems/signs.

There is no strict
precedent for the use of
Braille for it to be a
mandatory requirement
as RFID is not
associated with a known
hazard or danger to
health.

Multiple media formats will
be necessary and must
support intention to inform
all.

S.6

What form?

Either or any combination ¢
the following:

1) Text.
2) Diagrams.
3) Video.

4) Acoustically delivered
verbal message.

f Optionally:
1) Braille.

2) Acoustically delivered verbal
message.

Signs should be
comprehensive,
unambiguous, uniform
and standard compliant.

S.7

What
information
source?

Either or any combination of
the following:

1) Printed sign.

2) Web page.

3) 2D bar code.

3) Electronic memory:

i) Contact memory (e.g. USH
stick).

ii) Contactless electronic
memory device (e.g. RFID).

Optionally:
1) Braille.

2) Acoustically delivered verbal
message.

2D bar codes allows i-Phone
and other Smart Phone use
today to upload the
information into their phone
without connection to the
Internet.

S.8

Accessibility
of technical
specification/
guidance
notes?

1) No restrictions to
accessibility.

i) No licence fee, royalties of
other charges associated wi
the use of the technical
specification, guidance notes
or any other similar
documents.

i) Unrestricted ready
availability of technical
specifications / application
notes / guidance notes
24h/7d.

iii) In local languages of
Member States.

b

=y

Should be low cost to
promote adoption.

S.9

Quality?

Should be defined in terms
measurable parameters to

promote consistency.

Conformance
requirements to be built

into RFID sign
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standard(s).
10.5.2 Location & Placement
Ref. Primary Secondary Further Informatign  Additionalmfments
SL.1 | When? Must be presented to the | Can also be present on Web sitesNot necessary where an
general public at any location literature, etc. of organizations | RFID field exists or may
where an RFID system, who are or are intending to exist but where there is
RFID devices or application | produce, handle or operate RFID no RFID system, RFID
are or may be operated, systems, devices or applications| devices or RFID
installed or present. application installed,
present or operated in
the area. This exception
is not permitted when
there is an association of
exchange of information
between the
owner/operator of any
RFID system or RFID
application projecting
into the area and, the
area owner or lessee of
the area.
SL.2 | Where? Europe: The RFID sign mustWorldwide: Suitable to 1) Guidance will be
be suited to placement at the encourage: provided to support
following locations: L harmony in the selection
1) Use of the RFID sign inaway| ot RFID sign locations.
1) All locations whether consistent with Europe.
public or not and, where 2) Specifications will be
individuals may encounter o provided for the layout
interact with RFID systems of information within the
or applications. RFID sign.
2) Located within facilities, 3) Guidance measures
buildings or bounded areas for the proximity for
where RFID systems, RFID RFID signs to RFID
devices or, RFID emblems/logos.
applications are or maybe
present or operated.
3) Where product or product
component(s) is tagged the
RFID sign is to be present on
the product instruction
literature whether this is
presented electronically or
printed.
4) Located in the vicinity of
shelves or in the near vicinity
of hanger rails where tagged
products are to be presented
to the public.
5) Located on product
literature (whether presented
electronically or printed)
where the product contains
one or more RFID
interrogators.
6) On the Web site of
organizations intending to o
in the process of producing
or handling or operating
RFID devices or
applications.
SL.3 | How often 1) Minimum once: Where there are multiple
should the ) . RFID applications in the
emblem/logo | 1) In the vicinity of RFID area it is considered

emblems/logos at locations

preferable that the RFID
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be repeated?

accessible to the public.

signs describes the
multiple applications
and, avoids encouraging
a different RFID sign for
each application. The
RFID sign standard
needs to provide for the
description of multiple
RFID applications in a
consistent manor.
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10.5.3 Other Requirements

Ref. Primary Secondary Further Informatign  Additionaln@oents
SO.1| Maintenance?| Itisthe RFID system or Such maintenance

RFID application operator o processes should be

owner/lessee of the area to defined and the activitieg

maintain the sign ensuring recorded in support of

the RFID sign: quality procedures.

1) Has the correct
references.

2) Describes the application|
accurately.

3) Is readable and in an
adequate state to fulfil the

purpose.

0.2 Conformance?q It is the responsibility of the Conformance
owner of the RFID sign to requirements are to be
ensure it conforms to the made clear within the
appropriate standards. common European RFIO

related standards

11 Environmental aspects of RFID tags and
components

11.1 Health and safety considerations

In 1999 the European Council issued Council Reconaiagon 1999/519/EC of 12 July 1999 on the limitatof
exposure of the general public to electromagnétid$ (0 Hz to 300 GHz). This was in answer toggahconcerns
relating to EMF exposure and was based around tige@ines for limiting exposure to time-varying eléc, magnetic,
and electromagnetic fields (up to 300 GHz); produtbe year previously by the International Comnaissin Non-
lonizing Radiation Protection (ICNIRP). Followitige publication of the Recommendation, the Eurofg@ammission
issued a mandate, M/305, to the European Stan@rgimisations. This mandate was for the produafastandards
to limit human exposure to electromagnetic fieldder the Low Voltage and RTTE Directives, using B
Recommendation 1999/519/EC. The horizontal coatdin of this standards activity was undertakelCENELEC
TC106X, although it was possible for other relevammittees within ESOs to produce specific staasiéo fulfil the
mandate.

CENELEC TC106X produced two standards in 1991 whjnécifically cover the human exposure to fieldsegated
by RFID systems. EN50357:2001 provided the metlddssessment and EN50364:2001 was the harmonised
standard which linked the methods of assessmédimits from the EC Recommendation 1999/519/EC. féeson for
producing two standards was so that the EN50357:260ld be later forwarded to IEC for globalisati@rithout
different regional limits around the globe becoméngroblem.

Globalisation was successfully achieved in 2009 wie publication of IEC62369-1, produced by IEC10®is
standard was derived from the EN50357, updatedciade the latest state of the art. This was #ism published in
Europe as EN62369-1. The updated EN50364:2018ihes also been published to utilise the methodsséssment
from the new standard.

In addition CENELEC TC106X has produced, and ismtoducing, standards for human exposure to EM#hé
workplace under mandate M/351 for the Physical Ag¢BMF) Directive, 2004/44/EC. Although this Ditere has
had its implementation delayed until some aspeats provisions are reviewed and updated, thedstedisation work
has continued where possible. EN50499:2008 andjaegific standard it calls up, is the general pduee for the
assessment of the exposure of workers to electroatizdgields, which would include RFID. Work inisharea
continues and is planned to include a specificdstechfor assessment of RFID in the workplace, dhedinal
provisions of the Physical Agents (EMF) Directive alearer.
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CENELEC continues to monitor new developments amahtedge and also continues to work together vi#B and
other ESOs to develop standards for human expdsE®MF. There are standards already in place toesd concerns
over human exposure to the EMF from RFID and thaskwvill continue to further address exposure ia Workplace;
and to monitor, review and update existing starglardere necessary.

Suppliers of RFID interrogators and tags are exgzetd comply with existing and developing standaaigering
human safety in the presence of electromagnetutsfighis should cover safety in the presence df lbontinuous
emission and pulsed emissions).

11.2 RFID hardware end of life considerations

RFID components are expected to comply with thstard end of life laws and organisations may reabbnbe
expected to have implemented 1SO 14000 structoresanage these aspects and any existing sectdfispec
regulations (e.g. Waste Electrical and Electrorgaigment (WEEE) directive []).

11.3 Data end of life considerations

There may be a conflict between end of purposetl@meénd of the lifetime of data on a tag. Data loelc tag that is
either personal or which acts as a pointer to peistata should be destroyed at the end of theogerpnless the
purpose is explicitly changed and consent to rat@rdata on the tag for the new purpose is recorde

SCENARIO: In the fashion industry clothes are gaftgisold for a season (winter/summer/spring/autuand
have a short purpose life (say 6 months). In cehtiee data on the tag may reasonably be
expected to be able to be retrieved for periodspab 50 years (if access is only by RF the
antenna circuit may degrade at a faster rate cdagiaccess more quickly).

12 Standardization Gaps Analysis and Summary

12.1  Context for the Standards Gap analysis

12.1.1 Technology

The present report considers RFID technology aisgi@1™ century information and communication technologyT(
where current standards are for radio frequenaytifiers which are always readable, where idersdifan is possible at
multiple points, where passive unseen collectiodaté can take place without a person being inebirgroviding the
data and with RFID tag data being used for multplgooses.

Data collection can occur on an ongoing basis ertlile single data entry event inherent in ICT wiiata protection
was originally conceived. The huge amounts of tfsamay be collected can now be processed spénsbnal
behaviour and data can be deduced from what apfiebesnon personal data.

All these factors apply particularly to RFID andviarying extents to other 2tentury technologies too.

At the periphery of any application, RFID can raffigen very simple un-powered tags to devices whi@ghmore
complex and sometimes powered (smart cards, mpbdees etc.).

12.1.2 Market growth

To date RFID has achieved sales of billions of tags up to a million interrogators globally wittckmology which
was established in some cases up to 15 years hgorepresents a considerable installed base vididtely to
perpetuate for some time yet. Production and h&#d® tagging of items occurs outside as well aglm&urope for
supply globally both inside and outside the EUsdme key areas this means that Europe cannot fataits own
standards to fill gaps, but that progress and cdmerit would have to be achieved internationally.

ETSI



72 Draft ETSI TR 1XX XXX V0.0.6 (2010-07)

For this type of research, the most optimistic stduforecasts for growth need to be taken intmant The most
optimistic forecasts over the next 10 years indicetlumes of tags rising to hundreds of billionsbgllly and an
installed base that means today’s base is 0.02#abbf 2020, i.e. 500 times greater than todag Jédrvices and
facilities offered by RFID applications can be esfeel to increase dramatically over this period.

RFID is facing and will continue to face privacydasecurity challenges. Its use in some transportaystems in
Europe has been compromised and security for ikdsgng enhanced to compensate for the origiralriy
weakness. RFID growth of the scale forecast cabe@xpected to be free of continuing hostile attudk exploitation
which will require the revisiting of base standavdth perhaps a move to newer technology than thgehr old base.

The current technology cannot be ignored, and ghpsld be filled to meet consumer and public comeénereby
supporting the industry development of the widerddieial use of RFID in as safe and as protectiveaaner as
possible.

12.2  Gaps in current standards

12.2.1 Overview

The standards gaps analysis have uncovered cigtige and there is an urgent need for standalisatiivities in a
number of fields. Of these the most essential ehgks are: (a) current technology comprising theapy by design
best practice standards, (b) lack of RFID privanpéact assessment standards, and (c) lack of coafmerassurance
measures and regulations on how to inform the pubhich is necessary to build consumer confidemzbwhich

should be founded on the privacy by design priesigind RFID privacy impact assessment. Beyondhheediate
need there is the possibility of security enhanagroétags and interrogators standards to provideeased services
and facilities supported by RFID tags and intertogawith potentially newer designs and technology.
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12.2.2 Summary of main gaps

Table 10: RFID standards gaps summary

Technical issues

Gaps to be filled

1. Personal information inferred from
‘non personal’ data

1.1 EU Data Protection needs to improve the interpretation of personal data to
ensure inference from “non personal” data is covered by the guidance and
standards applicable to Data Protection.

1.2 RFID privacy categorization that identifies whether identified items are
intended to be in the possession of people. Those applications with purposes
that are not for personal possession can then be treated less onerously than
those that are.

2. Tags always readable with associated
fears of unauthorized reading.

Technically this impacts upon the data
to be held on the tag, read distances
and the security measures on the tag.

Commentary — affected by this issue are requirements to support

Tag “kill” functions ( which could invalidate multipurpose use of tags, see point
3)

Consumer’s ability to change their minds about agreeing to data collection

2.1 Short term: Privacy by design standards for tag data through to security
throughout the rest of the system. Readers, back end systems and
applications all need to be addressed to minimize privacy and security risks.

2.2 Short term: determine maximum out of spec read distances (see
discussion on RFID penetration testing standardization in annex C).

2.3 Medium term: Enhanced on-tag control of readability with possible
solutions including ability to change read distances and tag readability
switching facilities.

2.4 Longer term: smarter tags with greater access control and security.

3. Multipurpose tags

Example
production, sales, service and end of life

3.1 Medium term: Data Protection guidance and standards which ensure that
for multiple purpose tags each purpose is correctly addressed.

3.2 Medium term: Tags and interrogator standards ensuring suitable
authentication and access control by each application/purpose.

3.3 Medium term: Consumer notification and informed consent process
standards especially when one purpose ends and the next starts.

3.4 Medium term: Consumer information standards for items intended for
multiple purposes.

3.5 Longer term: possible interoperability standards for applications which
make use of interrogators provided by a number of operators for multiple
purposes.

4. Lack of interaction capability

Commentary — affected by this issue are requirements to support various Data
Protection requirements

Consumer notification of and consent given to data collection

Minimizing data collection and purpose limitation

4.1 Application management and operational standards.
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5.1 Application management and operation standards accommodating the full

5. RFID characteristics in total
range of technology issues 1 to 4 above.

12.3  RFID systems structure

Figure 5 shows the main components of an RFID syst@sed on existing and emerging standards. Whatanédard
does not exist similar functions are currently agbd using proprietary solutions. The purpose efctblour coding is
to group together similar types of components. faitled description of the technology and the reféwandards is

provided inannannexes A and D.

Higher Level Data and Application Components

Data Commands Data Sensor Commands
:==:| &Responses | | Management [~"°" & Responses
H Process

H Data Management
1SO Interface
Registration b 4 A
Authority
H Data Encoding Sensor
e rnsmsmsmmnnnn +» Data Decoding Processing Network
Management
Common Platform Functions

Device Interface Device Management
Interface

v A b4 A
RFID Interrogator

Air Interface
Protocol

A

Simple Full Function
Sensor Sensors Il

Figure 5: Schematic diagram outlining the main components in an RFID application

RFID Tag

12.3.1 Notes on standards gaps associated with this structure

Tags
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The tag types with embedded chip identities haigeat a fundamental feature, often an integral gfatte chip and
require for any communication with the tag. Soméhefte tags are today also used in smart cardcagiphis. This
challenges the privacy and security standardizatfdRFID, as it is very costly to replace large ojusn of already
existing and in-use tags. An option is to rathantkextend these tags with privacy and securityrotstfor these to be
address otherwise in the system.

Sensors
There are two considerations that should be adedlesarefully in the future and these are:
. As disposable sensor tags are developed, killiagtmight reduce their useful functionality

. Sensor data, in any application, needs to be geztdoom tampering; so there might need to be requents
for added security

Air Interface Protocol

Many tag types require a permanent chip id forattig-collision algorithm. As this dependency caneasily be
changed, it is important to restrict the use ofdhip id to its prime purpose for use in anti-ctin for basic
communications, and avoid using it in back-endeyst

The kill function is only supported by the 18000-8@ndards and therefore only tags complying ®dtdandard has
this feature deployed. The kill function is implemed as a password string comparison, where theddimand is
only invoked in cases of string matching of tad rélssword and kill password received together ighkill

command. There are some challenges with the kilitian as currently deployed and these are:

The 32-hit password is best encoded at the poimtasfufacture, but this require that the passwoseésirely
distributed, which is difficult in open systems fimanded consumer goods.

Alternatively the retailer has to write a commosgsord, for this to be invoked at the point of sedguiring very
robust stock transfer systems from back stockranthe sales floor — quite a challenge if currecpsses are taken
into account.

. The kill function is unlikely to be acceptable &tailers with high return rates
. The kill function might restrict the implementatiohmaintenance and end of life applications

. Alternative schemes like truncating part of thaaderumber still require a write command to be iked for
each sales transaction

. A multiple use tag (transport ticket, library RF&g) cannot have a kill function applied withoutdering the
application useless

An alternative to the kill feature is to signifidgnreduce the read range, but such solutions @ameatly only
proprietary.

TheInterrogator

The interrogator controls access to the back-estery. Given the different technologies and proprieinterfaces, it is
essential that systems that are used in applicatiolving the public have a means to only comroatidn to and
from authorised interrogators.

Device Interface

The only existing standards are the EPCglobal Reaaeocol and the more recent and more comprevedespite
the name) Low Level Reader Protocol. The basic Hétiad standard has been extended by ISO in thel ERO24791-
5 standard, scheduled for publication in 2010.

ISO/IEC 24791-5 needs to be reviewed to establisétiner the command set can support or be extendagport
device authentication. For tag technologies whigeedevice interface is proprietary, it might beessary to develop
specific interface APIs for authentication.

Device M anagement Interface
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Because ISO/IEC 18000-6C RFID systems have an EP@ghnd OASIS framework for the device management
interface, each needs to be examined in detagtess whether it meets the basic requirementsif@cy and security.
As there are no standards for RFID systems basethen air interface protocols, new standards atejines are
required.

Network M anagement Functions

As the network management functions very likelyl déal with private information there is a cleaeddor
standardising the behaviour and capabilities cfetfenctions.

Data Encoding and Decoding

Data encoding and decoding rules are in place garerthat only compliant data gains access tophécation. These
rules and application context information are usecheck data and will also protect against malisidata that does
not confirm to the encoding rules. However, asdaheges are public they do not protect against thwaised access to
private data held on the tag. Therefore the neéuctade explicit personal data needs to be jestithrough the rigors
of the PIA process.

Sensor Processing

Sensor processing are often deployed in a propyietanner. In cases where private information avelived, the
sensor processing should be standardised.

I SO Registration Authority

The detailed data dictionaries and application-siggarocesses are a target for identifying gapw/imat are probably
well-defined systems from an operation perspectiwe not necessarily covering all relevant DPP sawlrity aspects.
This should be studied.

Data M anagement Interface

It should be investigated whether existing stanslatdficiently addresses the relevant DPP and gg@apects as
identified by the DPP and security objectives.

Data M anagement Process

Need to investigate where current standards aradipea for applications need enhancing to providgeapy by design
when RFID is utilised along with conforming to otttiata protection regulations.

Data Commands and Responses

The only standard that covers this area is ISOABZ61-1, which defines functional commands andorsgs. These
are used as references for the “application sifleata encoders and decoders.

It should be investigated whether existing stanslatdficiently addresses the relevant DPP and gg@spects as
identified by the DPP and security objectives

Sensor Commands and Responses
This is out of scope of the M436 Mandate.

A complete overview of the standards gaps are givéimnex D.
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Annex A:
Summary of status of RFID standardization

Figure A.1 outlines the main components of an R&yBtem based on existing and emerging standardsré/gh
standard does not exist similar functions are ctyexchieved using proprietary solutions. The e of the colour
coding is to group together similar types of congras. The relevant standardisation activities &ed status for each
component is discussed in the following.

Higher Level Data and Application Components

Data Commands Data Sensor Commands
*=:| &Responses | | Management """°°| & Responses
Process

Data Management

1SO Interface
Registration v A
Authority
. Data Encoding Sensor
Seusmsssssssmss=us Data Decoding Processing Network
Management
Common Platform Functions

Device Management
Interface

v A b4 A

RFID Interrogator

Device Interface

Air Interface
Protocol

A

Simple Full Function
Sensor Sensors Il

Figure A.1: Schematic diagram outlining the main components in an RFID application

RFID Tag

RFID Tag
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There are no standards that specify the requiremfenthe tag. What is standardised, although roessary covering
the privacy and security aspects, is the air iatexf Air interface protocol standards specify hagstshall deal with
commands from the interrogator. Some of these ataiscalso specify the basic memory architecturkedralf of the
tag. Tags from different vendors that conform ® shme air interface protocol need to be interdperaut may
support none or a selection of the optional featdescribed in the relevant standard.

The tag identity varies depending on the requirdmspecified for the particular RFID technologyn&otechnologies
require the use of a unique chip Id for communarapurposes while others use a more dynamic "ggsisioAll
applications using a particular tag type therefese the same tag identifier scheme.

Sensors

Sensors of interest in an RFID context are thoakate attached to RFID tags communicating witheiby@ication over
the RFID air interface protocol. Relevant standandsclose to publication for sensors to be adde8®/IEC 18000-6
Type C and D tags. All other solutions are progrigt Sensors are not yet supported by EPCglolda adh the ISO
standards apply to the type of tag that the systess.

Air Interface Protocol

Air interface protocol standards of relevance awese in the ISO/IEC 18000 series. Each part osthedard is

currently focused on the communication frequenay therefore can specify more than one RFID techgpln
addition, the 18000 series specifications specéyndatory and optional features for tags and ingertars.
Manufacturers have a great flexibility resultingnimmerous and rather different product variantgahpliant with the
standard. The only way to properly address privaty security is to consider each air interfaceqaaitand its
mandatory and optional features. A single techrsgoition cannot be applied retrospectively.

TheInterrogator

There are no standards other than those relatibe forocess behaviour with the air interface. higsns that
manufacturers of interrogators are given a great afefreedom in the design and deployment of noigaitors, provided
that they comply with the relevant air interfacarstard.

Device Interface

The device interface is the communication pointeetn the interrogator and the application. Thierfiace is used for
sending and receiving commands from the applicatimhfor remote configuration of the interrogatdttle
standardisation work has been undertaken for thieeénterface and therefore the existing deploytmiane
proprietary. The only existing standards are th€@&bal Reader Protocol and the more recent ané mor
comprehensive (despite the name) Low Level Read#oévl. The basic EPCglobal standard has beem@ateby
ISO in the ISO/IEC 24791-5 standard, schedulegbédnication in 2010. The ISO additions also cover éncoding of
data required for applications other than that B€global.

Device Management Interface
Currently, the standards being developed in theés anly apply to 18000-6 Type C tags.

EPCglobal's Discovery, Configuration and Initialiea (DCI) standard was published in June 2009. déaelopment
of the ISO/IEC 24791-3 device interface standacdiiporates both of EPCglobal's DCI standards araltamative
based on the device profile for web services stahfaublished by OASIS).

The fundamental purpose of these standards isewfgpnechanisms for:
. discovery of the RFID devices and services on allocremote subnet,
. a firmware upgrade service,
. a management service that implements configuraétated functions,

. a monitoring service for reporting alerts, diagiesstand performance information.
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Network M anagement Functions
There are no standardisation activities for thevogt management functions.
Data Encoding and Decoding

The encoding process is concerned with creatingpytes that are encoded on the RFID tag. Theréaargroups of
relevant standards:

. The EPCglobal Tag Data Standard that converts B@ FManager, Product and Serial Number into the bit
string encoded on the RFID tag.

. ISO/IEC 15962 supported by (ISO/IEC 15961, the i@pfibn command standard used for encoding data
The decode process is effectively the inverse efticoding process.
Sensor Processing

This is concerned with configuring sensors and dexpthe observed data. As for sensors, the risksnastly related
to tampering of data. The ISO/IEC 18000-6C airrfiatee protocol supports an access password, wigishbaen
proposed for used by those authorised to configatere-configure a sensor. Reading the sensoigiiss of a
concern and is compatible with the open systemreatiiproviding sensor data. Apart from the confidple fields, all
the “writing of data” is carried out automaticably the sensor, and there are no commands to vaitetd the

monitoring and history records.
I SO Registration Authority

The rules for the ISO Registration Authority ardimied in ISO/IEC 15961-2. The general idea is teehan authority to
which organisations responsible for particular RBEjiplications (e.g. IATA) can apply for various tigs to be
assigned and registered to enable the applicaiiopérate harmoniously with other registered apfittes. The data
dictionaries remain under the control of the retpre®.g. IATA) and can be used in a PIA processiéntify whether
private information is involved.

Data M anagement Interface

The standards that apply to the data managementdaoe have a broader scope than those for thealaterface.
EPCglobal's Application Level Events standard aslsles only the EPC UHF tag. The latest version @ddljesses
both reading and writing of data. The developméihe ISO/IEC 24791-2 data management interfacedstial
provides support for two additional tag types, ibig important to recognise that established systase their own
mechanisms to achieve the same basic functionality.

Data M anagement Process

This is effectively the edge of the business ofegatystem, be it a warehouse management systamar\i
management system, retail store system, hospiti@inpaegistration system, baggage handling systemsport
ticketing system and so forth. The type of persaladh and the retention of that data should alrbadyne subject of
data protection regulations.

Data Commands and Responses

The only standard that covers this area is ISOAB@61-1, which defines functional commands andaesgs. These
are used as references for the “application siflelata encoders and decoders.

Sensor Commands and Responses

This is out of scope of the M436 Mandate.
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Annex B:
Summary of tag capabilities

B.1 Command set

The following example is taken from the ISO 1800t}e C tag specification and is offered as an @tamf the
typical command set available across the RF link.

NOTE: Other tags will have different command enagddifferent mandatory status, and different prtos
modes applied.

Protection is used to refer to the protection giteethe data returned. If for example "unique comdhiength” is
indicated the response is rejected if the lengtih@fresponse does not match the expected lerigihafy if "CRC-5"
or "CRC-16" is indicated the tag response shaltaiora Cyclic Redundancy Check (CRC) to allow sdonevard error
correction. It should be noted that a CRC doegprmmtide proof of integrity but does provide protentfrom
transmission errors.

Table B.1: ISO 18000-6type Type C Air interface command set

| Command | Length (bits) | Mandatory | Protection |
QueryRep 4 Yes Unique command length

ACK 18 Yes Unique command length

Query 22 Yes Unique command length and a CRC-5
QueryAdjust 9 Yes Unique command length

Select > 44 Yes CRC-16

NAK 8 Yes Unique command length

Req RN 40 Yes CRC-16

Read > 57 Yes CRC-16

Write > 58 Yes CRC-16

Kill 59 Yes CRC-16

Lock 60 Yes CRC-16

Access 56 No CRC-16

BlockWrite > 57 No CRC-16

BlockErase > 57 No CRC-16

BlockPermalock > 66 No CRC-16

B.2  Security functionality

B.2.1 Tag embedded capabilities

The following capabilities are offered across a hanof the ISO specifications as an illustratiorthaf capabilities
available within the CIA paradigm for RFID tags anterrogators. It should be noted that the Passwaabled
functions and the memory locking functions arecawotsidered as security functions that present la dsgurance
capability to the end user. In particular as thespard solution may be silicon embedded and aesipgbsword may be
shared amongst many devices using only a 32 oit4®lntion password guessing attacks may be cersitas trivial
(or if countered by failure lock out mechanismsd Wé a vector for denial of service attacks (f@nly n attempts can
be made to unlock data on the tag then an attackgrhas to make n+1 attempts to prevent any futafeck
occurring).
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ISO Reference Frequency Memory locking | Supports Access Supports Kill Standardised security CIA capability (See Note 1)
Password Password
1ISO 11784/85 <135 kHz No No Integrity: CRC
1ISO 14223 <135 kHz No No Integrity: CRC
ISO/IEC 14443 13.56 MHz Yes Yes No ISO/IEC 14443-4 Confidentiality: by passwords or keys,
various solutions exist on top of the basic air
interface standards ISO/IEC 14443-1, -2 and
-3
Integrity: CRC and additional means
Authentication: Mutual authentication
Authorization: multiple keys
ISO/IEC 15693 13.56 MHz No No Confidentiality: only as proprietary solutions
ISO/IEC 18000-2 <135kHz No No Integrity: CRC
ISO/IEC 18000-3 Mode 1 | 13.56 MHz permanently lock | No No No Confidentiality: only as proprietary solutions
any block Integrity: CRC
ISO/IEC 18000-3 Mode 2 | 13.56 MHz all words up to Yes, 48-bit No No Integrity: CRC
lock pointer, password may be
which can be invoked
reset to a higher
value
ISO/IEC 18000-3 Mode 3 | 13.56 MHz Locking is based | Optional 32 bit Optional 32 bit ISO/IEC 29167-1 and Confidentiality: Access password
on password password password #ISO/IEC 29167-3 under | Integrity: CRC and additional means in
control for development ISO/IEC 29167-3
permanently Authentication: Mutual authentication
locking or for Authorization: multiple keys
unlocking and
relocking. For
MBO1, 01, 10
locking applies to
the complete
memory block;
MB11 can be
selectively
locked
ISO/IEC 18000-4 Mode 1 | 2.45 GHz Selectively by No No No Integrity: CRC
individual 8-bit
block
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ISO Reference

Frequency

Memory locking

Supports Access
Password

Supports Kill
Password

Standardised security

CIA capability (See Note 1)

ISO/IEC 18000-4 Mode 2

2.45 GHz

No

No

No

Np

Integrity: CRC

ISO/IEC 18000-6 Type A

8-0 - 960 MHz

Selectively by
block

No

No

No

Integrity: CRC

ISO/IEC 18000-6 Type B

8-0 - 960 MHz

Selectively by
individual 8-bit
block

No

No

No

Integrity: CRC

ISO/IEC 18000-6 Type C

8-0 - 960 MHz

18000-6 AMD1:
complete MB.
Later version:
Locking is based
on password
control for
permanently
locking or for
unlocking and
relocking. For
MBO1, 01, 10
locking applies to
the complete
memory block;
MB11 can be
selectively
locked

Optional 32 bit
password

Optional 32 bit
password

ISO/IEC 29167-1 and
ISO/IEC 29167-6 under
development

Confidentiality: Access password
Integrity: CRC and additional means in
ISO/IEC 29167-6

Authentication: Mutual authentication
Authorization: multiple keys

ISO/IEC 18000-6 Type D

8-0 - 960 MHz

Selectively in 16-
bit, or 32-bit, or
64bit sequences
depending on the
IC manufacture

No

No

No

ISO/IEC 18000-7

433 MHz

Yes

Yes

No

ISO/IEC 29167-6
planned

Confidentiality: Access password

ISO/IEC 18092

13.56 MHz

Various additional
standards related to
ISO/IEC 18092

Confidentialliy: extensive measures exist
Integrity: CRC and additional means
Authentication: Mutual authentication
Authorization: multiple keys

NOTE 1: The CIA capability covers Confidentiality, Integrity, Authentication, Authorisation and Identification. Capabilities that are not covered are not mentioned.
NOTE 2: The state of the art for cryptanalysis is generally taken as the time that an attacker without access to the key is able to recover the plain text of an encrypted message.
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Annex C:
RFID Penetration Testing Standardization

C.1  Short Introduction to PEN testing

Risk assessment (analysis) is an essential paeragtration (PEN) testing and should be carriecpbdat to or as the
first activity of a PEN test. Risk assessmentasitical component of the system and informatiocusity lifecycle,
producing lists of potential threats, inherent wesdses in the system or the way the system isarsktheir
realizations as vulnerabilities, including the itiécation of countermeasures. The identified datauntermeasures
make up the countermeasure framework as defin@¥RA and their common goal is to remove or prosggainst the
vulnerabilities which they target, reducing thewség risk level posed to the RFID system.

NOTE 1: Countermeasures may be security mechangauarity protocols, security procedures, or dedail
security requirements.

NOTE 2: In cases where the countermeasure frankegaorsist of a set of detailed security requiremmeibis the
fulfilment of the inherent security properties bése requirements that is the subject for the RENor
their realization in an RFID application deploymehsuch exist.

The goal of a PEN test is to check whether the yoreasure framework is complete, consistent atheleid protects
the RFID system and should be carried out on theehinplementation of the system with the countsmeure
framework deployed, if possible. The purpose oE&Rest is to identify and fix security weakneskefre they get
exposed. Off-line or paper PEN testing can be eeelcon design specifications such as standardsn Isuch cases an
additional on-site PEN test should also be camigdo analyse the security of the particular aggtion of the standard
or specification (does it actually implement thenstard accordingly).

A PEN test analyses the identified vulnerabilitesl other vulnerabilities discovered as part ofahalysis in an effort
to exploit these vulnerabilities either by meansnaficious and invasive software (malware, attat¢kels, attack code,
attack scripts, etc.) or manually, involving thehgaing of information leading to an vulnerabiléyploit or disclosure
of privacy sensitive information.

There are three main categories of PEN testingwalicmay be carried out once or multiple timessaa or off-site or
a combination, and paper-based or in real-timeagmabination:

« Whitebox testing
» Blackbox testing
« Greybox testing

White box penetration tests evaluate the efficday system’s internal protection, including the viayvhich the
system is used. System or network configuratiorsopol specifications, source codes and the ognakpassword
are provided in the white box penetration test. plaose of providing this information is to redule resources
invested in PEN testing and to check that the syst@n withstand security attacks even when sonite eécurity
information is made available to attackers or othésiders. The white box PEN test is usually &eggensive than the
black box testing as most of the relevant infororatiecessary to exploit the identified vulneraietitare provided up-
front. The goal of the white box test is to chelol tobustness of a system in its specific systerir@mment where the
security information cannot be strictly controlisgveral stockholders involved, exchange of pasdsvover insecure
communication, multiple use of the same passwdrel game password used across multiple interrogatdes)s,
etc.)).

In a black box PEN test no information on the syste its security measures are provided up-franuating the
environment of an attacker with no prior specifistem knowledge. This means that the attack mag baweral
knowledge about RFID, but not about the specifitDR&pplication being analysed. The tester will aef the tricks
and methodologies at their disposal in an effodrtalate the persistence, knowledge and expeetiss df potential
attackers. The tester may also use specializegegut that are normally only available to producereperators of
the RFID application to emulate the power and &bdiof professional attackers or attacker netwobldslack box PEN
testing is usually more expensive than white bok Pé&sting.
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Grey box PEN testing is a combination of white atatk box testing. Some security and system inftionas made
available in a grey box test, but not as much asgfovided in a white box test. This is to simelefses where an
attacker has some information but not all thateisassary to break into the system. The first dgtisia grey box test
is for the tester to use the available informatmacquire more information, potentially leadinghe ability to exploit
one or more of the system’s vulnerabilities.

C.2 PEN testing methodologies and standards

The Open Source Security Testing Methodology Ma(@&8STMM) is a peer-reviewed methodology for perfimg
security tests and metrics. The OSSTMM test casedigided into five channels which collectivelygteinformation
and data controls, personnel security awarenestsldvaud and social engineering control levelsnputer and
telecommunication networks, wireless devices, neothdvices, physical security, access controls rggqrocesses,
and physical locations such as buildings and gthgsical perimeters.

The OSSTMM focuses on the technical details of #xadhich items need to be tested, what to do kefduring, and
after a security test, and how to measure thetseeSDESTMM is also known for its Rules of Engagetvetmich define
for both the tester and the client how the testiage properly run starting from denying false atlsang from testers
to how the client can expect to receive the repdety tests for international best practices, laegulations, and
ethical concerns are regularly added and updated.

The National Institute of Standards and Technol@y§T) discusses penetration testing in SP800-Th&.NIST
methodology is less comprehensive than the OSSTMMever, it is more likely to be accepted by retpria
agencies. For this reason, NIST refers to the OS8TM

The Information Systems Security Assessment Frame{8SAF) is a peer reviewed structured framewfookn the
Open Information Systems Security Group that catege information system security assessment iatmus
domains and details specific evaluation or testiitgria for each of these domains. It aims to mievield inputs on
security assessment that reflect real life scenafibe ISSAF should primarily be used to fulfil@nganization's
security assessment requirements and may addlfidmabused as a reference for meeting other infoomaecurity
needs. It includes the crucial facet of securitycpsses and, their assessment and hardeningaagetplete picture of
the vulnerabilities that might exist. The ISSAFwewer, is still in its infancy

C.3 RFID PEN testing standardization issues and
roadmap

The scope of RFID goes beyond that of RFID techypkmnd includes the application or the way in wHRFD is
used. It covers not only the tag, the interrogatat the RF link, but also the tagged item, backsstem and any
network connection between the interrogator and#ek end system as shown in figure C.1. This méwaighe
responsibility of preserving privacy and protectargRFID system from being exploited not only lieshe hand of
those producing or integrating RFID technology (8ysintegrators), but also those providing the bamwk system.
This also means that security measures or the iplameof privacy relevant information can be disitddd among the
components in the RFID ecosystem accordingly. Kanmple, if the tag cannot tackle the necessarytogypphy
requirements for the information that it is intedde record or hold, it should be investigated ukethis information
could be placed elsewhere in the RFID ecosystenoalydprovided on a strictly need-to-know basis.
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“tagyed” bem A Tag
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Figure C.1: Simple view of RFID ecosystem

As a consequence, RFID PEN test guidelines mudetseloped for all components of the RFID ecosyqfemsome
of the components it will be possible to reusetegsPEN testing methodology) and to analyse tleeifis RFID
application deployment (system integration PENinig3t We envision specific PEN testing guidelinesthe RFID
technology (tag and interrogator) and the reusexisting PEN testing methodology and analysistierRF link, the
network connection to the back end system andadlbk bnd system. We also envision the need for efgpRFID
system integration PEN test guidance and standards.

There will be multiple RFID sectors and RFID apations or ecosystems within each sector that mag tarying

level of privacy and security needs. We therefaedto identify and describe these RFID sectorsaaatyse their
privacy and security needs. The privacy and sgcabjectives for RFID in general are outlined ie tihain body of
this document and these together specify the pyiaad security needs of a general RFID ecosysteone M
specifically, the privacy and security objectivegdther define the parameters that the RFID ecarsyseeds to
preserve or ensure. The identified vulnerabiliiselate to one or more of the objectives andttineats describe ways
to exploit the RFID system such that one or morisgfrivacy or security objectives are not fulfdl or provided to an
appropriate level. What the appropriate level esspecific to an RFID sector and the RFID applaratibelonging to
this sector and must be defined for each RFID apfitin category. This level is what we should wssdiect the scope
of the PEN test on a case-by-case basis. An exaofighesting RFID application levelling is given ihe PIA draft
“RFID Application; Privacy and Data Protection Ingp&ssessment Framework”. We could decide to reuseopt
these. However, it is recommended to rather defiadevelling based on the privacy and securitgctiyes.

Below is an outline of a roadmap for RFID PEN tegtstandardization. The goal is to produce starsdidnat are
feasible and easy to employ and follow in practice:

1. Identify RFID sectors and their associated RFIDliggppon/ecosystem categories

2. Analyse each RFID application category to identifg relevant privacy and security objectives (friwen list
of privacy and security objectives given in clads®)

3. Define RFID application category levels based anrtsult of (1) and (2)

4. Identify the vulnerabilities of relevance for edRRID application category by examining the relevaoc
presence of the associated weakness (see table C.1)

5. Describe PEN tests based on the threats scendinieleeance to the vulnerability set identified(#) (the
threats listed in the Threat column in table CNIgte that there should be one or more tests (attack
scenarios) per threat and that these tests okatanarios is what the PEN tester will performiniyihe
PEN test.

6. Identify existing PEN testing methodology of relavae
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7. Develop any missing PEN testing methodology

8. Write PEN testing standard for each component®RRID ecosystem and one or more standards for RFID

ecosystem integration PEN testing (system-wideajgpént PEN test)

Note that the list of vulnerabilities given in talT.1 is just a draft list based on the knowledgsglable at the time and
that it must be continuously updated and revisdsb Aote that there is a need to associate therabiities listed in
table C.1 to the components in the RFID ecosysfiyuré C.1) for each RFID ecosystem. This shouldtbectured
according to the RFID ecosystem categories or sedfghat will be done in the PEN test is to tretgloit each of the
vulnerability in the relevant vulnerability set Wiih the scope of a particular RFID PEN test. Thetedfective way of
doing this is to examine the list of weaknesseseaaduate whether it is relevant for the specifidRapplication. If
not, the associated vulnerability is not within geoThis is how one limits the scope of the PEN téthe
countermeasures employed are sufficient, it shonatde possible or be very hard to exploit thevahe vulnerabilities.

Table C.1:

List of vulnerabilities to an RFID ecosystem

\/1 Lack of respect of the data [T18-Spoofing of credentials / bypass authentication; T19-Large-scale
minimization and and/or inappropriate data mining and/or surveillance; T20-
proportionality principles Masquerade; T33-Tracking

\/2 Lack of respect of the T-11 Procedures / instructions not followed leading to tags being used
purpose limitation (finality [passed end of purpose
principle)

\/3 Lack of respect of the T-24 Non-compliance with data protection legislation; T-30 Exclusion
transparency principle of the data subject from the data processing process due to disabling

of RFID tag

\/4 Inappropriate / inadequate [T18-Spoofing of credentials / bypass authentication; T20-Masquerade;
identity management T-21 Social engineering attack; T-22 Identity theft; T32-Trivialization of

unique identifiers

\/5 Inherent features (size, T8-Theft
material etc.): easy to lose,
to be stolen and/or copied
(especially for RFID tags)

\/6 Actual RFID range longer [T-11 Procedures / instructions not followed leading to tags being used
than standard passed end of purpose; T18-Spoofing of credentials / bypass

authentication; T20-Masquerade; T-21 Traffic analysis / scan / probe;
T33-Tracking

\/7 RFID tags do not have a T-21 Traffic analysis / scan / probe; T-22 Identity theft; T33-Tracking
turn-off option

\/8 Insufficient protection T12-Cloning of credentials and tags (RFID related); T27-Fake / rogue
against reverse engineering [RFID reades / scanning of RFID reader and /or tag

\/O Inadequate security T16-Worms, viruses & malicious code; T-17 Low acceptance of
measures of data storage |devices / equipment / procedures; T-21 Social engineering attack;
(e.g. inadequate encryption [T29-Profiling; T33-Tracking
measures)

\/10 |Over-sensitivity of devices [T15-Malfunctioning/breakdown of systems /devices / equipment
(generating many false
alarms)

\/11 [Sensitivity to magnetic T14-Physical RFID tag destruction
fields

\/12 |[Communication of data over[T7-Man-in-the-middle attack; T29-Profiling; T33-Tracking
unprotected or publicly
accessible channels

\/13 |Data linkability T19-Large-scale and/or inappropriate data mining and/or surveillance;

T-28 Data linkability; T33 Tracking
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\/14 [|Lack of data correction T9-Unauthorised access to / deletion / modification of devices / data
mechanisms (as normally |etc; T10-Use erroneous and/or unreliable data
data subjects do not have
access to the databases)

\/15 |Lack of common or T9-Unauthorised access to / deletion / modification of devices / data
harmonized legislation in  [etc; T13-lllicit access to data; T19-Large-scale and/or inappropriate
EU Member States data mining and/or surveillance; T-30 Exclusion of the data subject

from the data processing process due to disabling of RFID tag

\/16 [|Insufficient protection of T7-Man-in-the-middle attack; T13-lllicit access to data; T-26 Side
data communication (weak [channel attack; T32-RF eavesdropping; T33-Tracking
or no encryption etc.)

\/17 |Lack of respect to the T-24 Non-compliance with data protection legislation; T-25 Function
legitimacy of data creep (data used for other purposes than the ones for which they were
processing, e.g. consent  |originally collected)

\/18 |Lack of respect to the data [T-24 Non-compliance with data protection legislation; T-28 Data
conservation principle linkability; T-30 Exclusion of the data subject from the data processing

process due to disabling of RFID tag

\/19 |Lack of respect to the rights [T7-Man-in-the-middle attack; T9-Unauthorised access to / deletion /
of the data subject (such as [modification of devices / data etc; T10-Use erroneous and/or
the right for rectification, unreliable data; T13-lllicit access to data
blocking or deletion of data)

\/20 [Insufficient protection T1-Denial of service attack / flood / buffer overflow; T2-Blocking; T3-
against DoS attacks Collision attack; T4-Blocking; T5-De-synchronization; T6-Replay

In addition, it is useful at this point to be awafesome of the key factors that make a good PENaed which should
be addressed in RFID PEN testing standards aneigeg.

« Establish the parameter: Defining the scope of work is the first and mesportant step to performing a
successful penetration test. This will define tberdaries, objectives and the validation of procesiu
(the success criteria).

» PEN tester skillsand ethical responsibilities: A successful and effective PEN test relies orleskibnd
experienced consultants to perform the test.ithfgortant to advice clients in need of PEN tests to
ensure that the PEN tester are:

- Legally capable
- Experienced
- Ethical responsible

» Choose adequate set of tests: Manual and automated tests will normally yield biest balance of costs
and benefits for PEN tests. This means that an FFEN testing standard should provide general
advice on how to employ and combine black, whité grey box PEN testing.

» Follow a methodology: PEN testing is by no mean a guessing game. Evegytteeds to be planned,
documented and followed, requiring structured P&ding methodologies.

» Reaulting value: The results should be documented carefully arattsfShould be made to make them
understandable to the client. Whether it's a teximeport or an executive summary, there is alveays
need to explain. The security consultant/testeukshlbe available to answer queries or explain tesul

« Findingsand recommendations: This is a very important part of a PEN test. Tinalfreport must
clearly state the findings and must map the finglitaggthe potential risks. This should be accompmhnie
by a balanced remediation roadmap based on RFIrigebest practices which should be developed
as part of the RFID PEN testing standardizatioorésf
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C4 Conclusion and Recommendations

RFID PEN test standards and guidelines should calVef the components in the RFID ecosystem asvaeha Figure
C.1 and provide test guidelines for each composepéarately. The standard should also include gagefor a
deployment or system integration PEN testing, suemthat not only each component are securitystobut also their
integration into a specific RFID ecosystem.

The RFID PEN test standards should also providéR§ector specific guidelines and account for thiewa of privacy
and security requirements to applications withie &¥FID sector resulting in PEN tests of various emsl resource
demands.
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Annex D:
Gap analysis in standardisation

The table that follows identifies where gaps hagerbidentified in existing standardisation andrtature of the
standard that is required to fill the gap is intéch
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Reader to Carry over to
Tag to Back End Application RFID Open RFID Open oher
Requirement Reader System and multi System Data System standards
Ref Description Tag Interface Reader Interface application Design Operations areas
Privacy and A Tag 1 Notifcation
DPPO- | security by access and A Tag access of reading
1 design security and security process
B Control of
data read by
application
C Tag kill C Tag Kkill C Tag kill
2 Informed
CSP privacy consent
DPPO- | and security procedural
2 measures F Included in 2 standard
DPPO- | Gathering of D E Access
3 personal data Authentication control
3 RFID App
management
Per app G System G System standards inc
DPPO- | information operational operational PIA and
4 policy standards standards mitigation
4 Consumer
Consumer information
information inc standards
DPPO- | signs and both for signs
5 sighage and for apps
DPPO- | Informed
6 consent 2 and 4
H Reader H Reader
Legitimate authorisation | authorisation
DPPO- | means of by by
7 collection application application
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H Reader H Reader
authorisation | authorisation
DPPO- by by
8 Data quality application application part of 3
| RFID | RFID | RFID | RFID | RFID | RFID
system system system system system system
Privacy by Privacy by Privacy by Privacy by Privacy by Privacy by
DPPO- | Personal data design design design design design design
9 minimisation standard standard standard standard standard standard
| RFID | RFID | RFID | RFID | RFID | RFID
system system system system system system
Privacy by Privacy by Privacy by Privacy by Privacy by Privacy by
DPPO- | Personal data design design design design design design
10 on tag storage standard standard standard standard standard standard
| RFID | RFID | RFID | RFID | RFID | RFID
Tracking system system system system system system
without Privacy by Privacy by Privacy by Privacy by Privacy by Privacy by | ++ new
DPPO- | traditional design design design design design design standards of
11 identifiers standard standard standard standard standard standard tag technology
DPPO-
12
(relates
to
DPPO- | Puropse
8) limitation part of 3
DPPO-
13
(relates
to
DPPO- J Operational
8) Use limitation audit standards part of 3
K System K System K System K System K System K System
Access to own data access data access data access | data access | data access data access
DPPO- | personal info by design by design by design by design by design by design
14 on tag standard standard standard standard standard standard part of G part of 3
K System K System K System K System K System K System
Access to own data access data access data access | data access | data access data access
DPPO- | personal info in by design by design by design by design by design by design
15 system standard standard standard standard standard standard part of G part of 3
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DPPO- | Risht to recify
16 incorrect data part of K part of K part of K part of K part of K part of K part of G part of 3
M deletion
and
modification
DPPO- L addition of in multi app
17 Tag deletion tag facilites environemnt part of | Part of G part of 3
Rendering Tag
DPPO- | non readable (
18 reversable ) part of L part of M
Tag user
selected non
DPPO- | readability (
19 reversable ) part of L part of M
5 RFID
N Open Interop
Hamonised system O System maangement -
interoperable interoperability interoperability agreemments,
DPPO- | privacy based design service/procedures | service levels
20 RFID systems Part of | Part of | Part of | Part of | Part of | standards standards etc standards
part of 3 -
clear
classification
of apps - do
Remove they involve
privacy and people being
DPP in possession
DPPO- | uncertianty as of tagged
21 to apllicability items ?
6
Disseminatiion
of standrads
role in
reducing
privacy etc
risks with
publically
Innovation and credible
DPPO- | more apps for compliance
22 RFID regime
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7 EU
P System P System P System P System P System P System Penetration
penetration penetration penetration penetration penetration penetration tests followed
testing testing testing testing testing testing P System by acceptable
Mitigating standards ( standards ( standards ( standards ( standards (| standards ( for | penetration testing penetration
privacy etc for different for different for different | for different | for different different standards ( for resistsnce
risks in Public categories of | categories of | categories of | categories of | categories of | categories of different standard with
DPPO- | service and app privacy app privacy app privacy | app privacy | app privacy app privacy categories of app respct to
23 B2C markets etc risk ) etc risk ) etc risk ) etc risk ) etc risk ) etc risk ) privacy etc risk ) those tests
PIA
DPPO- | responsible
24 people part of 3
PIA availability
DPPO- | of
25 assessemnts part of 3
PIA
DPPO- | implemntation
26 of provisions part of | part of | part of | part of | part of | part of | part of | part of 3
Revalation:
personal
information,
behavioural
information
and data
related to
possessions
on tag to
authorised part of K and part of K and | part of K and | part of K and
SO-1 parties only I part of K and | I I I part of K and | part of K and |
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Revalation:
personal
information,
behavioural
information
and data
related to
possessions
on tags by
legitimate
SO-2 means only part of K part of K part of K part of K part of K part of K part of K

access to
personal
information,
behavioural
information
and data
related to
possessions in
system by
authorised
SO-3 parties only part of K part of K part of K part of K part of K part of K part of K

No non
legitimate
access to any
part of
ecosystem
S0O-4 within system part of K part of K part of K part of K part of K part of K part of K

Access to
ecosystem Q System Q System Q System Q System Q System Q System
‘outside’ design for design for design for design for design for design for Q System design
legitimate security security security security security security for security

SO-5 system standard standard standard standard standard standard standard part of 3

Modification of
data in
ecosystem by
others outside
legitimate
SO-6 system part of Q part of Q part of Q part of Q part of Q part of Q part of Q part of 3
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Deletion .
Removal of
data in
ecosystem by
others outside
legitimate
SO-7 system part of Q part of Q part of Q part of Q part of Q part of Q part of Q part of 3
Legitimate
access
blocking by
illegitimate
means within
SO-8 ecosystem part of Q part of Q part of Q part of Q part of Q part of Q part of Q part of 3
Legitimate
access
blocking by
illegitimate
means outside
S0-9 ecosystem part of Q part of Q part of Q part of Q part of Q part of Q part of Q part of 3
Combination Combination | Combination | Combination
ofl, Kand Q | Combination | of |, KandQ | ofl,Kand Q | of I, Kand Q | Combination
Identity should | - validation of | of I, Kand Q - | - validation - validation - validation of |, Kand Q - | Combination of I,
not be system validation of of system of system of system validation of KandQ -
comprmised by operation system operation operation operation system validation of
any action of requirement operation requirement | requirement | requirement operation system operation
SO-10 the system ? requirement ? ? ? ? requirement ? requirement ? part of 3
Users should
not become \arreuJ
SO-11 targets part of | part of | part of | W p part of | part of | part of 3
Reader
Reader Device Data Data
Device management Data management commands ISO Sector
Interface interface encoding interface and resonses standards
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Annex E:
Bibliography

E.1 Books

The following books give some background to thea®pf privacy and security in the use and deplaynoé RFID.

"Security in RFID and Sensor Networks (Wirelesswdeks and Mobile Communications)”; Editor(s): Yahahg,
Paris Kistos; Publisher: Auerbach Publications;NSB): 1420068393, ISBN-13: 978-1420068399

"How to Cheat at Deploying and Securing RFID"; Awri(s): Paul Sanghera, Brad Haines; Publisher: Sasgi SBN-
10: 1597492302, ISBN-13: 978-1597492300

"RFID Handbook: Fundamentals and Applications imt@otless Smart Cards, Identification and NFC (Nreeld
Communication)”; Author: Dr. Klaus Finkenzeller;#igsher: WileyBlackwell; ISBN-10: 0470695064, ISBI\B: 978-
0470695067

E.2 GRIFS database extract

<<To be included in final report — refer to GRIFS the Internet>>

E.3  Sign Related Standards

E.3.1 In development
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Reference Title Scope or sector for use Notes
1ISO 20712-1 Water safety signs and Environmental, water

beach safety flags Part 1:
Specifications for water
safety signs used in
workplaces and public
areas

hazards

ISO 20712-1 A2

Water safety signs and
beach safety signs Part 1:
Specifications for water
safety signs used in
workplaces and public
areas

1ISO 20712-3

Water safety signs and
beach safety flags Part 3:
Guidance for use

1ISO 20712-1 A3

Water safety signs and
beach safety signs Part 1:
Specifications for water
safety signs used in
workplaces and pub lic
areas

ISO 20712-1/A18

Water safety signs and
beach safety signs Part 1:
Specifications for water
safety signs used in
workplaces and pub lic
areas

ISO 24409-1

Ships and marine technolo—
y - Design, location, and
use of shipboard safety-
related sig—s - Part 1:
Design principles

1ISO 24409-3

Design, location, and use of
shipboard safety sig—s -
Part 3 Code of practice for
means of escape, life-
saving appliances, and fire-
fighting equipment signs.

EN ISO 24502

Ergonomi-s - Accessible
desi—n - Specification of
age-related relative
luminance in visual signs
and displays

Ergonomic guidance

ISO 7010

Graphical symbo-s - Safety
colours and safety sig-s -
Safety signs used in
workplaces and public
areas

ISO 7010:2003+A5

Graphical symbo-s - Safety
colours and safety sig-s -
Safety signs used in
workplaces and public
areas

1ISO 3864-2:2004/CD COR
1

Graphical symbo-s - Safety
colours and safety signs
Part 2: Design principles for
product safety labe—s -
Technical Corrigendum 1

ISO 3864-4

Graphical symbo-s - Safety
colours and safety signs
Part 4: Colorimetric and
photometric properties of
safety sigh materials

ISO 11684

Tractors, machinery for
agriculture and forestry,
powered lawn and garden
equipme-t - Safety signs
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and hazard pictoria—s -
General principles

E.3.2 Published

ISO 9186-1:2007 specifies methods for testing the comprehensibility of graphical symbols. It includes the
method to be used in testing the extent to which a variant of a graphical symbol communicates its intended
message and the method to be used in testing which variant of a graphical symbol is judged the most
comprehensible.

ISO 17724:2003 defines terms relating to graphical symbols, principally symbols for public information and
use on equipment and safety signs. It does not include terms related to graphical symbols for diagrams
[technical product documentation (tpd) symbols].

ISO 3864-1:2002 establishes the safety identification colours and design principles for safety signs to be
used in workplaces and in public areas for the purpose of accident prevention, fire protection, health hazard
information and emergency evacuation. It also establishes the basic principles to be applied when
developing standards containing safety signs.

ISO 3864-1:2002 is applicable to workplaces and all locations and all sectors where safety-related questions
may be posed. However, it is not applicable to the signalling used for guiding rail, road, river, maritime and
air traffic and, generally speaking, to those sectors subject to a regulation which may differ.

ISO 17398:2004 specifies requirements for a performance-related classification system for safety signs
according to expected service environment, principal materials, photometric properties, means of
illumination, fixing methods and surface. Performance criteria and test methods are specified in ISO
17398:2004 so that properties related to durability and expected service life can be characterized and
specified at the time of the product's delivery to the purchaser.

ISO 17398:2004 does not cover electrical power supplies, their components or electrically powered
elements. It also does not cover properties of illuminating components, but the photometric properties for
the particular types of safety signs are covered.

ISO 7010:2003 prescribes safety signs for the purposes of accident prevention, fire protection, health hazard
information and emergency evacuation.

ISO 7010:2003 is generally applicable to safety signs in workplaces and all locations and all sectors where
safety-related questions may be posed. However, it is not applicable to the signalling used for guiding rail,
road, river, maritime and air traffic and, in general, to those sectors subject to a regulation which may differ
with regard to certain points of ISO 7010:2003 and of ISO 3864-1.

ISO 7010:2003 specifies the safety sign originals that may be scaled for reproduction and application
purposes.

ISO 23601:2009 establishes design principles for displayed escape plans that contain information relevant to
fire safety, escape, evacuation and rescue of the facility's occupants. These plans may also be used by
intervention forces in case of emergency.

ISO 23601:2009 is not intended to cover the plans to be used by external safety services nor detailed
professional technical drawings for use by specialists.

ISO 20712-1:2008 prescribes water safety signs intended for use in connection with the aquatic
environment. It is intended for use by owners and operators of aquatic environments and by manufacturers
of signs and equipment. However, it is not applicable to signalling used for maritime traffic.

ISO 20712-1:2008 specifies the water safety sign originals that may be scaled for reproduction and
application purposes.

ISO 20712-1:2008 includes water safety signs which require that supplementary text signs be used in
conjunction with these water safety signs to improve comprehension.
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ISO/IEC Guide 74:2004 gives procedures for the development of graphical symbols for public information,
use in safety signs and product safety labels, and use on equipment and products.

ISO/IEC Guide 74:2004 does not cover road traffic signs and graphical symbols for use in technical
documentation.

ISO 2575:2004 establishes symbols (i.e. conventional signs) for use on controls, indicators and telltales
applying to passenger cars, light and heavy commercial vehicles and buses, to ensure identification and
facilitate use. It also indicates the colours of possible optical tell-tales, which inform the driver of either
correct operation or malfunctioning of the related devices.

ISO 22727:2007 specifies requirements for the creation and design of public information symbols. It specifies
requirements for the design of public information symbols for submission for registration as approved public
information symbols, including line width, the use of graphical symbol elements and how to indicate negation.
It also specifies templates to be used in the design of public information symbols.

ISO 22727:2007 is for use by all those involved in the commissioning and the creation and design of public
information symbols. It is not applicable to safety signs, including fire safety signs, or to traffic signs for use
on the public highway.

ISO/TS 14823:2008 presents a system of standardized codes for existing signs and pictograms used to
deliver traffic and traveller information (TTI). The coding system can be used to form messages to be
handled by respective media systems, graphic messages on on-board units, and media system information
on TTI dissemination systems [variable message signs (VMS), personal computers (PC), public access
terminals (PAT), etc.] (including graphic data).

ISO 13200:1995 Establishes general principles for the design and application of safety signs and
hazard pictorials permanently affixed to cranes. Describes the basic safety sign formats, specifies
colours for safety signs and provides guidance on developing the various panels that together
constitute a safety sign.

ISO 15870:2000 Powered industrial truc— -- Safety signs and hazard pictoria— -- General principles

ISO 16069:2004 describes the principles governing the design and application of visual components used to
create a safety way guidance system (SWGS).

ISO 16069:2004 contains general principles valid both for electrically powered and for phosphorescent
components. Special information which is related to the type of component is given to assist in defining the
environment of use, choice of material, layout, installation and maintenance of SWGS.

ISO 16069:2004 does not cover risk assessment. Applications with different risks to the occupants typically
require different layouts and types of SWGS. The specific application and exact final design of SWGS is
entrusted to those persons responsible for this task.

ISO 16069:2004 also does not include the special considerations of possible tactile or audible components
of SWGS, nor does it include requirements concerning the emergency escape route lighting, especially the
design and application of emergency escape route lighting, unless illumination is used to mark safety
equipment or special features of the escape route like the emergency exit doors or stairs.

ISO 16069:2004 is intended, by collaboration and coordination, to be used by all other Technical
Committees within 1ISO and IEC charged with developing SWGS for their specific requirements. ISO
16069:2004 is not to be used for ships falling under regulations of the International Maritime Organization
(IMO).

ISO 16069:2004 describes the principles governing the design and application of visual components used to
create a safety way guidance system (SWGS).

ISO 16069:2004 contains general principles valid both for electrically powered and for phosphorescent
components. Special information which is related to the type of component is given to assist in defining the
environment of use, choice of material, layout, installation and maintenance of SWGS.

ISO 16069:2004 does not cover risk assessment. Applications with different risks to the occupants typically
require different layouts and types of SWGS. The specific application and exact final design of SWGS is
entrusted to those persons responsible for this task.
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ISO 16069:2004 also does not include the special considerations of possible tactile or audible components
of SWGS, nor does it include requirements concerning the emergency escape route lighting, especially the
design and application of emergency escape route lighting, unless illumination is used to mark safety
equipment or special features of the escape route like the emergency exit doors or stairs.

ISO 16069:2004 is intended, by collaboration and coordination, to be used by all other Technical
Committees within ISO and IEC charged with developing SWGS for their specific requirements. ISO
16069:2004 is not to be used for ships falling under regulations of the International Maritime Organization
(IMO).

ISO 3864-2:2004 establishes additional principles to ISO 3864-1 for the design of safety labels for products,
i.e. any items manufactured and offered for sale in the normal course of commerce, including but not limited
to consumer products and industrial equipment. The purpose of a product safety label is to alert persons to a
specific hazard and to identify how the hazard can be avoided.

ISO 3864-2:2004 is applicable to all products in all industries where safety-related questions can be posed.
However, it is not applicable to safety labels used for chemicals, for the transport of dangerous substances
and preparations, and in those sectors subject to legal regulations which differ from certain provisions of this
document.

ISO/IEC 29160:2010 specifies the design and use of the RFID Emblem: an easily identified visual guide that
indicates the presence of radio frequency identification (RFID). It does not address location of the RFID
Emblem on a label. Specific placement requirements are left to application standards developers. It also
specifies an RFID Index, which can be included in the RFID Emblem and which addresses the complication
added by the wide range of RFID tags (frequency, protocol and data structure). The RFID Index is a two-
character code that provides specific information about compliant tags and interrogators. Successful reading
of RFID tags requires knowledge of the frequency, protocol and data structure information provided by the
RFID Index.

ISO/IEC Guide 53:2005 outlines a general approach by which certification bodies can develop and apply
product certification schemes utilizing requirements of an organization's quality management system. The
provisions given are not requirements for the accreditation of a product certification body and do not
substitute the requirements of ISO/IEC Guide 65.

IEC 80416-1:2008 provides basic principles and guidelines for the creation of graphical symbols for
registration, and provides the key principles and rules for the preparation of title, description and note(s)..
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