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opening of the meeting

1. The convener opened the thirty-sixth meeting of WG8 Task Force 2 by welcoming all the participants. He expressed special thanks to the STMicroelectronics and Inside Secure for the organisation of this meeting.
roll call

2. During the roll call, the convener asked all the participants to introduce themselves and to indicate their affiliations.

review of the membership list

3. An attendance register was circulated during the meeting. The TF2 membership is mentioned in the document WG8 SD2. The regular delegates are requested to register as TF2 members (through their national bodies) to get access to the TF2 documents on the WG8 website.

adoption of the agenda

4. The agenda (document TF2 N714R1) was agreed with two additions:
· US patent 6577229 B1,
· Maximum loading effect test.
approval of the last meeting minutes

5. The minutes of the thirty-fifth meeting in Song-Do/Incheon (document TF2 N711) were approved.

review of available documents

6. The documents submitted before, during and just after this meeting were as follows:


TF2 N711 Minutes of the 35th meeting of WG8/TF2
(TF2 convener)
Song-Do/Incheon, Korea – 26th and 27th September 2011
TF2 N712 WD 10373-6:2011/AMx (Revision) — Identification cards —
(France)
Test methods — Part 6: Proximity cards —
AMENDMENT x: Test methods for ePassports
TF2 N713 Calling Notice for the 36th meeting of WG8/TF2
(WG8 Secretariat)
Aix-en-Provence, France – 31st January to 3rd February 2012

TF2 N714 Agenda of the 36th meeting of WG8/TF2
(TF2 convener)
Aix-en-Provence, France – 31st January to 3rd February 2012
TF2 N715 Maximum loading effect test in ISO/IEC 10373-6:2011
(Starchip)
TF2 N716 Improvement for tests in ISO/IEC 10373-6 ANNEX G&H
(France)

TF2 N717 Ballot result — NP Alternating PICC and PCD support
(SC17)
TF2 N718 Extended Frame Format Proposal
(Infineon)

TF2 N719 Addition to Ballot result —
(SC17)
NP Alternating PICC and PCD support
TF2 N720 Contribution on EPD requirements and test methods
(ACS)
TF2 N721 WD ISO/IEC 14443-3:2011/Amd.4 — Identification cards —
(Infineon)
Contactless integrated circuit cards - Proximity cards —
Part 3: Initialization and anticollision —
AMENDMENT 4: Enhanced error detection and correction
TF2 N722 WD ISO/IEC 14443-4:2008/Amd.4 — Identification cards —
(Infineon)
Contactless integrated circuit cards - Proximity cards —
Part 4: Transmission Protocol —
AMENDMENT 3: Enhanced error detection and correction
TF2 N723 Active Transmission from PICC to PCD -
(G&D, HID,
Modulation Principles, Parameters and Test
Infineon)
TF2 N724 EPD Polling Proposal
(Gemalto)
TF2 N725 Testing Active contactless and device compliance
(Gemalto)

TF2 N726 Active Transmission from PICC to PCD
(NXP)
TF2 N727 Calling Notice for the WG8/TF2 and WG8 meetings
(WG8 Secretariat)
Graz, Austria – 16th to 20th April 2012
PICCs with external power supply

7. The document TF2 N723 was presented by Peter Raggam. Three transmission modes may be used to generate an active modulation:
· "ASK" is similar to the passive load modulation but the PICC is actively driven;
· "PSK" offer twice more sidebands amplitude by inverting the modulation; the carrier is not emitted by the PICC;
· "Direct sideband" consists in generating only one of the two sidebands.
The latter option may not be acceptable as:

· it may be considered as an intentional emission out of the authorised 13,56 MHz band;

· it is not compliant with the existing PICC standard which requires the two sidebands to be produced.

8. The minimum required Load Modulation Amplitude for PICCs with external power supply was agreed to be the "Class 3" present limit in order to guarantee interoperability with existing PCDs.

9. The PICC signal phase initial value was discussed. It was proposed to limit the initial phase to 90° +/- 60° because the initial phases of all existing passive PICCs are in this range (for physical reasons). But it was objected that this initial phase is not standardised today in ISO/IEC 14443-2 and that it should first be checked whether existing PCDs are disturbed or not by some initial phases before deciding for a possible limitation of this parameter.
Action 1 Contributions to determine if existing PCDs are disturbed by some initial phases of the PICC current (see document TF2 N711, 9)
10. The PICC signal phase drift was then discussed. Some PCDs do not care about the PICC signal phase drift but some other PCDs do care, depending on their internal design. The possible PCD problems created by PICC signal phase drift may be one or several of the following:

· analog cancellation of the received signal (e.g. in IQ receivers which choose the I or the Q channel at the start of PICC frame and cannot choose another channel during the frame reception);
· inversion of BPSK demodulated bits (e.g. in BPSK demodulators which synchronise their reference subcarrier during TR1 and cannot synchronise again during the frame reception);
· shift of bits out of the synchronous bit-grid required in OOK modulation with Manchester bit coding (Type A with PICC to PCD bit rate of fc/128).
Action 2 Contributions to determine the maximum acceptable PICC phase drift of existing PCDs, in OOK and in BPSK reception (see document TF2 N711, Action 1)
The PICC phase drift may be measured as proposed in the document TF2 N723, although the proposed 2nd order Butterworth filter may not be sufficient because of the many harmonics generated by the PICC active modulation. A vector receiver may also be used for these measurements.
Action 3 Contributions to determine phase drifts of existing or future PICCs with external power supply.
11. The document TF2 N726 was presented by Peter Thueringer. The PICC initial phase depends both on PICC tuning and on its quality factor. The signal received by the PCD additionally depends on its internal design.
12. The document TF2 N725 was presented by Jean-Paul Caruana. The proposal is to measure the active PICC (e.g. a µSD card) independently from its host device (e.g. a mobile phone) and to define a maximum attenuation for the host devices.
Two attenuations factors would be measured:
· the attenuation (Kin) of the incoming PCD field;
· the attenuation (Kout) of the PICC modulation.
These two attenuation factors are expected to be very similar if there is a single antenna in the active PICC.
The host devices would be measured using a Reference active PICC. The effects of the metallic environment close to the PICC were discussed: in order to minimize differences between the Reference active PICC and real active PICCs, it was agreed that:
· the Reference active PICC should have a low quality factor;
· the real active PICCs should be measured in a metallic connector
However, the BPSK modulation may impose a second coil in the PICC with no coupling with the PICC main coil in order to pickup the PCD carrier frequency. The Reference active PICC will probably be different from all possible PICC implementations with two smaller coils and the coupling between the two PICC coils will be affected by the metallic environment of the host device.
Action 4 Contributions to propose values for Kin and Kout fur µSD and other formats.
In the test methods working draft, the attenuation factors Kin and Kout will be included as an alternative test method to independently run active PICC and host device tests.

13. The maximum load modulation amplitude was discussed. Several delegates do not see any reason to limit the load modulation amplitude as there is no problem in the field. Other delegates propose to set a maximum load modulation amplitude:
· to limit eavesdropping possibilities;

· to avoid future problems when PICCs with external power supply may produce very high load modulation.

Action 5 Contributions to give justifications (PCD testing, eavesdropping, other specifications…) and propose a maximum load modulation amplitude.

14. In ISO/IEC 14443-2:2010, 8.2.4, the first requirement of subcarrier modulation is: "Every bit period shall start with a defined phase relation to the subcarrier. The bit period shall start with the loaded state of the subcarrier (the unloaded state of the subcarrier is the stable state when the PICC is not sending bits)." PICCs with external power supply might use two loaded states in order to increase the load modulation. It was agreed not to include this topic in the next revision of the working draft to be prepared by the project editor.
Frame error detection and correction
15. The document TF2 N718 was presented by Peter Raggam. This proposal is a revision of the previous proposal TF2 N707. The new proposed solution includes:

· a systematic and shortened Hamming code;

· a CRC32 calculated over Length, Prologue and Data field.
No patent is known on this proposal.
16. The working drafts TF2 N721 and N722 were presented by the project editor and TF2 agreed on these drafts.

Action 6 A draft New work item Proposal will be prepared and circulated by correspondence within WG8 so that the NP and CD ballots may start simultaneously in April 2012.
Alternating support of PICC and PCD roles 
17. The documents TF2 N717 and N719 were presented by Michael Hegenbarth. With only 4 negative votes, the NP ballot result is positive and WG8 is mandated to work on this subject. TF2 has to prepare a committee draft as the text attached to the NP was not a committee draft.
The ballot comments were reviewed and the following was concluded:

· additional requirements due to metallic environment will not be included in the draft;
· TF2 will clarify the alternation of only PICC and PCD modes, which is not sufficiently defined in published ISO/IEC 14443;
· ISO/IEC 21481 may refer to the new amendment for PICC and PCD modes.
18. The document TF2 N724 was presented by Jean-Paul Caruana. First, it was agreed that if a PICC (or proximity extended device in PICC mode) supports both type A and type B, it shall "lock" in the type used to send its ATQ because many PCDs may have problems if a single object answers to both REQA/WUPA and REQB/WUPB.
Second, some PICC applications may be linked to a particular type and may not be accessible if a PCD (or proximity extended device in PCD mode) always starts its polling cycle with the "other" type (or never reset its operating field). Therefore a field reset to put the PICC in POWER OFF state followed by a request of the "other" type is recommended in this case. A recommended minimum polling cycle for a proximity extended device in PCD mode could then be:

· Check for external field

· REQB/WUPB

· REQA/WUPA

· and if ATQB is received but no application can be used:

field reset

REQA/WUPA

Many other polling cycles may be used to deal with PICCs (or proximity extended devices in PICC mode) supporting both type A and type B. It is advised that the cycle starts with type B as many existing type B PICCs are reset by type A commands. It is recommended that polling of additional objects, not compliant with ISO/IEC 14443-3, be done at the end of the polling cycle, after type A and type B commands.
The application selection was discussed. Any method may be used to detect and select the application in the PICC (or proximity extended device in PICC mode). However, many PCDs are already in the field so the new PICC objects should be built to deal with this infrastructure.
The end of transaction is necessary for some PICC objects to be able to activate another application. The transition to POWER OFF state does not help these objects which then need a manual action or a battery removal to deactivate the application which was selected.
The error management of proximity extended device in PCD mode was also discussed. It should be consistent with existing standard requirements so that these devices do not stay continuously in PCD mode.
19. The document TF2 N720 was presented by Pascal Roux. The automatic alternation was discussed and the following text was agreed for the working draft amendment:
5.1 Alternating PICC and PCD support

An extended proximity device (EPD) may alternately support PICC requirements (PICC mode, either Type A or Type B) and PCD requirements (PCD mode, Type A and Type B).

The alternation between the PICC mode and the PCD mode may be manually selected or automatic.

The PICC mode and the PCD mode are defined in published ISO/IEC 14443.

The automatic mode alternation is defined below:

the EPD shall stay in PICC mode (ready for receiving REQ/WUP commands) longer than in PCD mode (generating operating field), with neither PICC nor PCD in close proximity

the EPD shall randomly set the PICC mode duration for each cycle to a value chosen from a set of at least 2 different values differing by at least 5 ms

the EPD shall alternate between PICC mode and PCD mode with maximum cycle time of 1 s

in PICC mode, after reception of a valid REQ/WUP command, the EPD shall not go in PCD mode before a POWER OFF state

when leaving PCD mode, the EPD shall resume its automatic mode alternation with PICC mode first

NOTE
The EPD may check the presence of external operating field to decide not to enter PCD mode and to stay in PICC mode for a further random PICC mode duration.

Some PICC additional requirements were also agreed to be added in a note:
NOTE
The detection of the removal of a PICC (or an EPD in PICC mode) could be done by:

- either a failure of a presence check method

- or no response another presence check sequence made of :


- an S(DESELECT) command


- and repeated WUP, anticollision and HLT commands
   with no RF OFF in between (to keep the same UID/PUPI and to avoid EPD going in PCD mode).
20. Test methods to maximise interoperability between EPDs and existing PICCs and PCDs were discussed and the following text was agreed for the working draft amendment on test methods:

When the EPD uses manual mode selection:

the PICC tests methods shall be applied after selection of the PICC mode;

then the PCD tests methods shall be applied after selection of the PCD mode.

When the EPD uses automatic alternation mode:

the alternation cycle shall be checked first to verify:

the alternation cycle timings: the EPD shall not generate an operating field for more than half of the shortest observed cycle, a cycle being defined as the duration between two consecutive beginnings of PCD mode;
the randomness of the PICC mode duration: the duration with no operating field shall vary randomly;

the PCD mode: in any cycle defined above:

there shall be at least one REQA (or WUPA) command which shall be preceded by an unmodulated field of at least 5,1 ms duration;

there shall be at least one REQB (or WUPB) command which shall be preceded by an unmodulated field of at least 5,1 ms duration;
the PICC mode: the EPD shall answer to any Request command by an Answer to request when this Request command is entirely received during the duration with no operating field, except for 5 ms at the beginning of this duration;

then the PICC tests methods shall be applied when the EPD is in PICC mode (alternatively forced in this PICC mode for these tests only);

then the PCD tests methods shall be applied when the EPD is in PCD mode (alternatively forced in this PCD mode for these tests only).
21. Two project editors volunteered to prepare the working draft amendments on alternating support of PICC and PCD roles:

· Erich Reisenhofer for ISO/IEC 14443-3 amendment,

· Peter Raggam for ISO/IEC 10373-6 amendment.
22. The name of the proximity extended device was discussed and it was proposed to use the symbol PXD (instead of EPD) for "Proximity eXtended Device".
Improvement of PICC and PCD tests in ISO/IEC 10373-6, Annexes G and H
23. The document TF2 N716 was presented by Stéphane Jobard. The additional tests described in this contribution were accepted with the following remarks and exceptions.
Frame Delay Time PICC to PCD and SFGT (type A)

The measurement of type A Frame Delay Time PICC to PCD is not very accurate in the current test methods. TF2 proposed to add a margin of 100/fc on the PCD requirement in next amendment or revision of ISO/IEC 14443‑3 to avoid defining a precise test method which would not be useful. For SFGT in type A, ISO/IEC 14443‑4 should also be modified to clarify the safety margin.
Parity bit (type A)

The parity bit shall be set to the right value when a frame is sent. But the parity bit shall also be checked when a frame is received, like the CRC_A. TF2 proposed to amend ISO/IEC 14443‑3 to impose the parity test in reception, including at the end of PICC frames transmitted with bit rates of fc/64, fc/32 or fc/16.
However, no test will be done on parity bits of ATQA, ANTICOLLISION response and SAK. A clarification of ISO/IEC 14443‑3 may help to clarify why different PCD behaviours are allowed.

Handling of S(DESELECT) during S(WTX) pair exchange
No test will be added because this is not a logical PCD behaviour. The same applies during chaining. A clarification of ISO/IEC 14443‑4 may help.
R(ACK) out of chaining

No test will be added because this is not a logical PCD behaviour as stated in NOTE1 of ISO/IEC 14443‑4, 7.5.4.2.
High bit rates
Annex G will include new tests for high bit rate, especially timings measurements.
Action 7 A working draft on all these new tests will be prepared by Stéphane Jobard. A new work item proposal will be prepared during next WG8 meeting to be submitted just after the meeting together with this working draft, maybe as a first CD.
24. The document TF2 N728 was presented by Kenichi Nakamura. TF2 agreed with the two proposed corrections: the incorrect texts will be aligned with the correct scenarios.
Amendment on E-passport test methods
25. The document TF2 N712 was quickly presented by Stéphane Jobard. The following requirements will be included in a new version of this document:

· electromagnetic disturbance,
· PICC classes (the maximum loading effect test will always be done, even if the e-passport is not "Class 1",
· bit rates higher than fc/16,
· frame sizes from 512 to 4096 bytes.
Action 8 Stéphane Jobard will prepare a new version of this working draft to be distributed as a new TF2 document as soon as possible.
Action 9 TF2 delegates are requested to submit their comments on this new document with the usual template for comments before 2012‑04‑02, so that the document can be finalized during next TF2 meeting and submitted to WG8 for CD ballot.
Action 10 The WG8 convener will check if a new work item proposal is needed or not for this revised amendment.
US Patent 6577229 B1
26. WG8 Convener asked the TF2 to check the US patent 6577229 B1 regarding its relationship to the standards coming from WG8. The group found out that the technology according to the main claim of the patent had been publicly known via the distribution of standardization documents and other publications before the submission date of the patent, so that it need not be paid attention further.

Maximum loading effect test
27. The document TF2 N715 was presented by Romain Palmade. For classes 1, 2 and 3, the Test PCD assembly 1 must be used, but the impedance matching network is not specified. Although both impedance matching networks should give the same final result (pass or fail), the impedance matching network for a bit rate of fc/128 should be used. TF2 agreed to add a note in ISO/IEC 10373‑6:2011/Amd.1, after the first paragraph of 7.2.4.2 :
NOTE
When Test PCD assembly 1 is used, the Impedance matching network for a bit rate of fc/128 should be used as it gives a better resolution in the loading effect measurement.
Actions for next meeting

28. See 9, 10, 12, 13, 16, 23 and 25.
next TF2 meetings
29. The thirty-seventh meeting will be held in Graz, Austria, in April 2012, on Monday 16th and Tuesday 17th (and possibly Wednesday 18th).
The thirty-eighth meeting will be held in New Orleans, U.S.A., in September 2012, on Monday 24th and Tuesday 25th
Distribution: WG8 and TF2 members

Pascal ROUX
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